


f 


j! S nN 
iby 4 ‘ ts Me , 









Institutional Archive of the Naval Postgraduate School 


Calhoun: The NPS Institutional Archive 
DSpace Repository 


Theses and Dissertations 1. Thesis and Dissertation Collection, all items 


1994 


The use of telemetry in tactical network management 


Morton, Lucious B. 


Monterey, California. Naval Postgraduate School 


http://ndl.handle.net/10945/28629 


Downloaded from NPS Archive: Calhoun 


| Calhoun is the Naval Postgraduate School's public access digital repository for 
F (8 D U DLEY research materials and institutional publications created by the NPS community. 
«ist | | Calhoun is named for Professor of Mathematics Guy K. Calhoun, NPS'‘s first 


lil \ KNOX appointed -— and published -—- scholarly author. 


http://www.nps.edu/library 






LIBRARY Dudley Knox Library / Naval Postgraduate School 
411 Dyer Road / 1 University Circle 
Monterey, California USA 93943 


Lad Uy 











*. oie h 9 4 oF 
PO er ro ea ries 
te ed +f 4 Fi or 

Nee Ly 


Meili ; 













ia ott A Ie spit 
ee Rainy 


> 







































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































2 Os, mae >! in] 
a -& Ay ¢ 
3 tah he Ah A ‘ 
pre ea to oS be natant Pi te 
wf es neater, ee 
Gapranieaiae aah iukegy Sn baie Perse 
‘ od NE ot. suites set ete Pay es Cragin! Lr 1 as 
ay “Sets At419 @ iy Aa at eS yeh iw. Apt tee tcrnt. = eases te. 
ae fey nt Phage Bae sae P38 ec slns PD ye coat Setsetet Re sean 
Ad i : rt ret bsbates ‘tA “a rer i senttee 
*) eee ae wd tale 
oh of oti SOat at 2’, 
=a 
Rae feces 
45s uy 
ests Scents 
FE es apae ‘aut ts fs ne 
' aw < pe yi pers 
a sae & he ta, “ye + Marie “ads eae Say 
: 
caves 4 air et bigest sas ate aati, . wigs Eiitin test 
re z : Aaa “a ey 
. ' gts oY avatar ie 
ainaike «a a, aise A sistas 
; 4 : Ht ty tp i? oe PP dL = 
; a ‘ a . one Orn tt sg 
Ce oe | ; | Nea Be cheek ka eee 
cen cy a ape Sifotats i. pect ss 
" = . co 
; te : ‘ t gl, Wh | $8 ih ade | ; Fan a REE Cae ea bean 
Uae j . Asi ,s AH us i iat ee an rhea chen Ave ee tiae aul on ba + : AA os 5 8 Ss nhs aden aN ae 
% i ribs ps Sry te FB. ce J . : SS t 
, ey 4 gtr #,* ek ‘ Ae Pola oh bg. ie. fat Gast ‘e! 29.0 id Mates tele ass 
oan " eh 14) Se aA 4 sual i <4. oer) ve Mie, 0 bs . A ries 9 vA shel afte? eset 
. ‘eit a chis aba the tant | ww st a, Lath Mt ot Ee rire Rela, wash < Bak, Feo, eit 
oer . . $ 4at¢ uit Ayia pe : 4 Aecagl be 465 Beatle es t-f ‘grag a ot! es. he ria 4 . ‘eaJep pad prtahaheen ieee: ae 
1 eee ot ae, yes Oe os es Bara oa army es : iy Per PPE pe oy ol re mea oatrdas.t ¢ p Spi a pie ra Soma Exar ae 
‘ oo “oeoy Peete oh aes OH eh eT, reg ts 4 nef a a Brew ead § eta ay 
4 . oe 6d ba  *#& aber? Y) ye J 3 to odad = 
: ‘s ‘e ’ te ! ae > aan tne sfPayt : : pats 4j a B, a iy : odie ne Says pote a eee ee 
ten of . ‘ We Fare. Gs ee Ni ged y tte ‘, . ¥ “Got eGt a oth fe if ¢ rir rer gen a =e s4tegete ee hy 
a8 . “ + "8 a+ i { ‘3 2 wid 4 419 dsn7G,¢ Bags 2? e yes i “¢ i b ave Ab Betty 
z > 8 Ce Siew aria ss rad we b4 ore Wet epee gy Nie eg ee D he * oe TY ie ties) Se iste 
ee Te Ae Gy aha Oa eT CL RTOS re eae AE wd taal, ets Ae RG Baa Sara ae aaa segs i roe avers — 
nd ' Sree reise Bee Tse Lee efen roe ah fe ‘sy Ys gytigh ais Fiales Catt Cone gad pe yi easel escent sited ; “tet ee ne ee Bras st mat che 
te teas EOE EA) tae’, RN WAAR cea a fs Ae reatile Hegre eer Th aL 4 anh givistee! ce ties seme arestey PLES uaa = erp sige sal oer 
4 ae a) ne jz oon, wr Wage 1 Ako esa 09 7 16 eos . den igh Galewahs © e.g stan eau jts im Re Are abcd A Asta 
. ‘ 8 ets ene 2 176 4 4 sai tog ier ery Sie’ ? at Se is ated ri iy are. yi isan “es het .e ag thy y: Fey aa oA eo hd She. * 8 erase rs 
1 an oy * @sht2 6 a i. om) hk sgbatot © ne Ved Aa Sit od a =e Ropry re tart baa! 4 Ce Nice 
ys We ishing oe dan dee pride tees ene tite a oe Se ae pod AS es pasate 
ee er 1 ‘ Pm sie arg ! aces obras sgt) saben reat i's age Ae kb pete dcte fhe Baus : as i toty: ay $° 305 wie] ees! 
! rd a ‘ ULL eae * ib es tse gurdgs (Mido atdes Ee ee pe Uy a4 a 
‘ . Perret oak A ptm a oe Pre teaas ‘ Aah eas bape ptdenct ak f aleve te asthe, nite abeiey mae ne) 
: F; ; i, pera Us . ah “ tis | OP air Vis tie 180g! ia gs oe dal "esa v tt AG re hee tated : g eb 8e% fe 
Fa a NOS sarge Ware ra paet or J eae nine te ae Sedat sind tiie z Re aah! as Han « ie 43 att it 4 ir H z oa cat pal ao dS Str nai te ooh 255 aELouEN Seta 
. c*rg . 5 i) i *y « a t * ba vu ats t ry os 
Meee on Wg? pre gt os agetooey sie An cote tab ate appeal tees e tdee < ba a hate) may a ial oe 
, ‘ oa vate of eri Bi Mis, r aba ts 89 ae Pee amy vi, J.pgi fivboe® nh hy rt tan 7 a iH ae . Te 5 re + ‘ s ae hie as 
Yas Cec ‘ aD) bat BYTE Rs NS eer | (ihe Hap sbi Aquat) " a apes Tes atta F588 AMISH Dy ‘en iy ¥ Hee A Bonk, Cents: tere se 
Pe bos . wee ie sith gard ort tesa eae i a Se a. yy 5 Aye os vi Hedy og? C soy we eas ‘ shetty eoJeate 7 1.1 Mees 
' pe wa zviggs ed weer grne =e 1TRG wade a sie rite Y 4 quot a re " aT Lipes Srds Dae eae oe ate J Tine eae, ae 
ts Ay gt * 2 it ag fst tied stow “ald ote deteal ri . <r ames 
ovate ar Se lea ore ae wihs iit zt we A rd ies sea Ee 184! Men ag A, BE aha ant eT aaa we bets nei * sapien Jy Prete eee a a as 
Ue BUF vee cae Ss IS 5g OL Ritts wie ie tat Na Page meade ssl P Mas oe ‘haa i wats rt ois 4 ie olla gid ig 55 sats hy tigehal th det Risa 
a ‘ ty % ‘ ab, 9 a ” £ Pofole - AY 4 Ww be 
’ ea Wiese a Sigs >, Wd Rae z mheata, . + Vet lwe ld dele utes tem, 8 bee i a 
roe ee) ante ” aD «he, i vide viene ries ee ae es Oca igi gif me i wean Mile ve ster pe Ree Thee’ Seay gli? wh a me datle ti: ha paar oe Smee 
a ea | . ‘ «fl AY be it oar #048 Qe ld sy sae SSA Ae . Ue re ped 3: on rd 5 7 oe < Cre Ps cm Pee fy ilesaet ees pte CFane, 
Caan ts Bi eee aha At ae a s tt L . “7 Sad Z a reg eat Sage suate’ tale pet. i Bere ed ba Es ape nase = ashe aie > sare iy Siete psi sgl Peak 
m8 Je i Ls . eh pad at. Se ee a osdene i "7. + Poagh dane te 1 ides rar oe Mestrsr as + tee Fan hae 
holes : y *ay* as dee Pee Mts ¢.4 Pievithes Hie im ae a Lars +4 sag G: Sarbseccltasieaie: Nice Nee ln oests 
Coit ali ‘ . ae Pets x, at ide 1. tora 4 ise a Saent eel ‘ hase ‘ eer << te fanrat ae Feat < Ld = «Sh, red dpridoad 
es jo ilteae ares or ay a ttre ' et SPs / ye et A att et . ‘ ae ee ears No be) tr Byes pa Sip eta pier acaneice 
: : aan mC aN ae ececage: rab res H ‘p34 " ti et whee tie he ay Se at 5 G oi ce a4 esata Re 6 See pea ‘et Pine ae Sh Ress pee , 
oe. A ‘ s rt # id MANS es Mi a As Re ch ts se a he ee tn, ea 4 re tsi 
1 nga te sor 4 Jeu aa + te A wie ° 544: Barca RQ Jeb Said OR A ing bee eae5e cer? eee ater aby yh ant 4a S olin Shit el a nk 
' > ‘ we isting ace gf bd ! Bt yo eh ‘ totter 6 OT NS hase te abst dd hl aed nee Ges ~ees@ed! ey lore 4. hy tn 
aa ite eR MEE AH ers i: iit erie giles aastee ts sant ats iii atovees re Be a at paiticeate Seance Wei et 
eas Maite etna abies cian AR Re ba pais Seren Sh ats pial ipeticvaitg Meee 
’ hese gl baht os ” » aud bateset ‘aert z 10-456 6 2a6 vag § doe at mer fy ohagt nce geo + 
er 0 Ch aah 4 Tet piy : Y; i Nhat oe oe neti be eres ret Fe sciis “hae " i tov 
s ' i oy seh ui een hota t. 3 eae ee bent eae fe tae aabeaeee8 ots Se Bheeriliat SORT oe rhe} : 
Lis H " ¢ . 4 ‘ wr PETA ty i Cs Pad alta 
He eva Ages see LI " nt G4 TRCN een: aVS He te ay} RO al 3: andsa dared idadarye ot ae BA nd 1505414 ei Diets 
dare : ‘ is H vba SCA est al oe cies ee ah wy a eC Serta bee By | ages oe uaa” fai che ¥ 
' oT he ; 4 : 
ae Fact bee tor fiber ou A ti wey ot 2 ae mini aa pals oats Vee? oon pe se ed 
. . "Ve ¢ rete a4 ye i a byes 44% He a8 yt ay, a + 
‘ ‘ Pak b ran! ceogiact he CUE ri tt etwas Coy bee ty Pre Gigi stg. sts mets oN Beas, ‘ 
: Sar $ faba re ati a ‘er tog tite a oe ¥, a ®t asa ‘ 1% hy tanet o2%es ap uted PA ai tee : és tates tel 
oe un wit ee on rane zo fins var faye 14 aaah inieeg AY : aa ee ee ads eae 2 aT rR Rte Ye mergte Sy ieee AN 
‘ . 4 ? aia - ya 
ike: : -: AR Re Dan te oes vin" 163 she! © We set Poe ies tae ni 3! ae a eer a ‘Teme “tas ry Perea g cates ce ‘ Anes * a tek 
. s ' =e. ame bl a uboges ‘ “ty 1 rey 1.9 les i a ‘ ide t mais — ‘ ¢ eas FG fueds ate tee a ae asig BED 264, 8 tal 
¥ ' ; wa *y . isn § au ye state) maar ee: “Cut anit ar ees 1 : ge V4 4e—, Side) oe 4B Lane af ‘3 ar bs i" sats tee 4-2:3 ‘«, “$3: Alt e : fr, 33 
‘ “ve 4g de aRObON® SUS tis Fat rer acy ied Si EO i Cy evades He Bt fetes Me fle Seattle As thos fae Dae Pe eget te y oe oe 
wos ous hs ease fe tate se0'5 bah | . Hosa a * cliee chy ; og net Sota ‘ 3 tee dag tas Pohaab ait § Ratingey Ags 4, Mkt Pru) a an Ce his 4] Pectin meester 
. , ait thu. 4 *§ Fear ee ta is ee i iat bias, ag” << meet eae mat Zy OO SUey ets Coe Bree c* 
‘ ya MeL LA w4 4 ss me tara Qoetbergt, s (he 2 ‘ $e v4 bard ety atse § Bi si Ag ¢ shan ae it % 
Deas 2 pa ee we wt ele a TO a Bitar abt das tan tee i! ie ates ae eat a vai, abs2t phasis tage ie shauiiditted terran’ Sarit ; z 
me he ’ 7 & P = 3. ; > cd 
ee Pe oe ite tnt ae ites, fre Lag ordia Ft iy eae sie PALS BND , oad Bees ee iat Mage filte EERE ENerA eed erate eee te oe 
. Cal ay “ ALES PI sett “Te gn 98 Js * AP a dT bh Le Wyte atl ty ‘ sagt” a wire Tet hed : aie oa oe thd ace ees ft 
1 as ae ert ' tot; trode sq" rhe Wace Pare ve as , ae Aa a sarebs Acs 4 Py: oe eee Hed * tees . Py rete! ‘ ia ty AAS ie} gis Gr Sey + . yiaeen ass 2 ae Paatetete . 
, e mt tne Wek stre eh, Failtny $i 4 ed 28 a a’og de, a th a ort Tbedead s+ b as Tovey’ seigaete CG. sigs rite mich OE arnt OT To Law 
‘ : ’ aye + ike PI wim FT Oy well ay eh ase t 4 /M Seaet {i “8 rece 2M o*¢ rte oe cf > . FCS S, ea! 
Pe er arc oe quanta iitien 1 oe Sens ’ ea age ricangl srs f veakee ot} ay aracaie Rade Sweats Py bet Heer ee i tl rw LR habit a= bo Sged Sqr tase: ce Bk tcrs LOE isthe Patty 
: a Us ie ar . af ae 1." Tite t sae bee Pe yoda us 4 tge Pee} ee a ase My rr ie ate ti vl ay ep “ Fe ve : ey ah ns: ie vet ee ee ‘ aera te elk He pay 
. on Te a a ate tga ats Aon 7 va ’ i . ‘ay arly Ve ay ’ ri ae te me * nel Gnd dg, onan ra pare 4 oaths woe iT, - 
pa G gta day Pr oh | mr vk t A | Roepe Yeats say7, 8 a hes : Sig “iw eres { Pfr ate ‘ ted saep ies if ' €, ome KEE os re 4 Stare “s) i pi va A 
a. . ay Ses a a ti, ms Rs ee aa ee veugeds ane f Bh igh Ot Or if HOT % as Lad Sota ats Breer te MGs dowd ak cae : ‘picts: Uv se eed Be 
, *t pears she te ed ee tT ‘j +4 Fe ie a ‘ " uaek es Hh 5 U! hse sabes eee ek aw ite feta ? tui ses Sate 
: wou, {4 rasy “4% : 4:4 mae faa se qo: * Sigel; sane 6: “ “i Ye: One. meds wb ns tatye ip =a el, wi 45 AWE eee os 
LD ears aSagie ' oe a Ve pA Sia ue Pet $4) te. Her Sen ny eee \ Beiteseas Vo wate nda gt.” ye s mF as fase eeeee Ye 
sab 1 1 i ue r¥@F ae ‘ ‘ety ot aed argue Ce ae Ma SS Fe ee jete ae Po tit 2 FS 
. 4 Oyadry we ide at as : ‘ ety oe ot 4, id Set fist vin ee's te igs, ro F 
+ ' ee we ee) 2 yatrd oh Rive " Q igt 5 o3'4 = at “et Wiehe. oe? trate Gat A ith ne 
vere ; ts ture e . : te bye 4 uv a LL wed ons = Fads tics err aan td of yy, 
Sek Ran I ak te aie Sues < ite : Lea a Bayee “iit a taege ds tie Coy 8 ae ae reich ook iG sata “é 
4 LY 5 J . 4 ’ . , . Ps 
. ees . . “a ee Vous 14% et , meee aS co ‘ ra ier 3 te ri Fa tee Rina | a Set piston: ite op Sd ted De at vee AES Aetees ne 
. , toed vale City bral . s ‘ oom r * iy = ‘a byt is . 
Bet ete eee cei a e sity e. ge te ae MU Be ak ‘ guts site: é Bich pidiag fabs ee ae aes eete 
mm e «4 P ob oA doe 14 f. nr pn eeeyy “4 Wace cates reid “a ow add 4% og ¥ bs Fad si < 4 
“” pe rest pas . kM ero ie ; v eescragy yi he Ath clete One ODAC come rene Dead setae Sate pate rg pe 3 ts 
RN aa ee . Te via Ao Sl ee AP Mt hed aes * Synge cad core age eee ’ y uy aes tees at ts aa: tide fe 
e Se oo gene Vi ad or a8 i wa “yr vette |g tay A ag Faaetsy | ae Ralengeskee ua neo Ht Fact 
‘ ae f¥2 eee Fey er Bet Ty ooo ns a tks 5 ae " oun; st AS duigesic oe 3 fg, f Soeat ee Rae ud ‘S ha im? 4 Ag ees Seete wiitoer iit airs : wiry erica eas Mk 
re te ace Nesituer ee te 7 a mene gee Ah ek vabeeg eh od ‘s i ai Gegey fp), arsee ds hdd Ie aH Pe eB 04% zy Mahate’ oleae kee "3 ie haved iG poe Sate 
SE Eerie mere Oe itor a tae tetas Lee ake Sat fe ss iS, ae Bt “egheea itt i J PhS 4 ase ome aaa “s CA ae PUM FLOM be dy 
, ’ oa ory: alts te? . ‘ rp Nae ales u ea etefatt, 0 f sabes a ri 
' s Que Js . . ‘a aeue « ww stg oo td Ley wi “hand ME 4 is . ae os rs | - wl ‘aber Mey oF 
o> 1 . te athe ads doh £4 thas ad ry node ifs an “oe ob A Dighs cd Eo : etn} 
F *e ioe : Be Lt} , as < ny y) s * 5 ise ° wera reg Surat . 
aut sy , *% u eSig: “o4 age te vane Sas 57s 4.248, feet ere & aS te hates y erie se a San" iby ae TL) py a 
’ “i od ees | “ e F 4 . by ee ‘i 
J ies EC ‘ a Baer : h. ar : * as. % ai \ st ania “14! “4 ‘ ry sont a ener ; “pa tgegtaies ’ qietitie 3 ‘ ‘ores s rats hak 
i LS BS e \ a4 a tgs tal tenia % tk ds Stegtet aaa teat hd ad “4ifracs te he Tee he WW 
; “6 tues bees ete Latent Oe ie sry tghe te ata openie alee sees hee A iSel fgets; . Thy Ho Ut. 
EOS COY eC UE ar or ' ; gsrattes 2 n te ig " iii gait! oe i Ber Sa wes be ian 4 . et ag he tint rat se Hea ‘“r 
; ’ a ‘ “aS ai . T9% te 5 ° * . | 
- a PAN asec creat Bae fico “on ee 4 | abe ; ae : on aes ¢ ye Seaste Fe ayes: A a eit os {" was Pekd a) ioe. $ ahgla yg 5803 Poa “aii 
fee ie SEONG MON Veagt ‘ ; aed We Moh yereey § aw ae ty nde Yi ae aise 7 Le tae be wi hteaks’s aed.! 
fe ere OL wee hea a sea sie Ler ee och halt eg ltgtere: THN: BARA iy reall ots ae Se auhat 
: mo heel Resa tlactenenians Mahe ar Hee fey , rf ise marae Ge oct en? ts Mio ee es bs oPae it en ee a a ¢ 
J “a } q ol *Soeen ‘ie : cat ot: we (ath 0h te © eats 3at bey ; 
oe oe ae yi tvs i i iy ayn egy Sst, i" ecies rh +t ao) wis ust igete pi bes : patie ge fe str ge 
, vives Tae sey Bf) Coser ae a “inite gahg lt Sat ORL vied a" 64 4 etal Ve oS ba ah PO aia eek! ard ts ASR Patera 
oa ieee . ns ihe ee FEE tole te ones ane ¢ #5 Brace’ yt Saar N. OR File een fi ‘ rs : a Bo Sy Seat cee stele 
a PwC cone A Pad] ames ae s Oe ; ‘a yatina se 1 aaa! au ati. aeot ait teat ate tt ce al ‘ 4 esuste <9 s. Se 
: J ’ sq 6 * 104 
+ ae s ° “rk p tee dah So 4 aH as ¥ 4,3 att at A te geet hy so eh 
val ws Se | ' . " 
oy a ee ea { F , ee 3 4 pae £ otset! nt hard cg wats The aot? ‘ - sbistees ents ‘dogs! :¥ 6 He eet 3 ais 4 gered Aa iS gt 3 
8 ae, eee abet. «ities ef etait wea pitts sey E bas He weogldt Tata aed aoe 
et ¢ at TT | rae’ vad ¢ bd apis : ‘ Ay : t4tettasted ry pitt “3 484¢ Ber Sa 
ae my Korean F tore cg ent ., year ye eh Msise: wrath analy side tse 10 reste bis > Preeti Vier {Shes he tan. aisat,- 
ok orale ee = eee Unk’, tae : a Aion retary: rity a3 ssehn gt ous ae tahagal wilt} “asf Bee tre te Phares Ae stiet teat ae ost 
4 ‘ me aad boty ~e rer rhe ry 4 $20 <u spat thee ee re 2 
“dee ee a ss Peer srr er Ue hen sae ‘ Saas Saray ay ee fi, aie ee i pole Fre a £} crak Pele! a . ra aieet in? ‘. “i As 1f**30, pee’ ate at scaat F 
' br & sears Cay ee i ee se a et tA LS eat ent Bee be OLS ay )* : ae a yet SH RE) Chee pt cia | mutttete ste Vi ae ears se 
poise srl ge aie ete TEM nae Oe ee! ee ekoal 5 eS niet Ue Barwa (sie 3s Af comet fades ota) ug 
e na) co ere aes . ‘ Eee tate ,/ sis a " i i” | “pH wt bs a Ne é 4 ate rf 3°48 rat chan 
’ Pie rarity x : <i s esen , agers: ite Ses : a Bi € - 3st He "* a ripe 7 i : te pe de ardawent Peete Wipe 7 
i cit Aiea ag as hat habits - fe at buts a 0g tasg! te cates relents : A AS er PD se 
if é 5 wyl f ; 
aa te ts ee: tate eget § “ee oon uf sys iF Py ae ad fa +! SRR Se 
tae 2 * tts Lees)  - aut a MY iS S¢ els ue Se 1 oy eee Ce i 
fin aoe MEO OIA F is Bas ” ea “A ie be by $ hae bed fae at Pe “4 ities $ eerclite ie : 
=. . A lk Webel! . V6 = SUMAy vary s . 
ane ; Dae { toss ti Sendtae ay @ Re thd an. pepe a ‘fs TEAS. bi Poy $: vant Sales ‘ Sy arte = $4 
Sasi waa west mt ar aes) 1g 5 Sarg tg wate tire ST par eth #4 ie eiivl &. we i a ae fed geese s aa Saari r ache re 1 es aseaes yas ace 7 2 
j - ® “ay J 0 Gitte ews veh . 2% a4 bes a 1% a") : cw vee a eer onset argh BH i “895 aye ‘ ei be Rtiftes ay r Tela af" ¥ ht wees % cant 2a" 
Ch a ‘ meant a teary vt ag) Negve sraarcl ne irk wont The fas Be Venza Yo 1 Er idee nee’ Nae or tee xqtand wer esi Sits Dems 2 
' SAP 2 : a * 1°¢ Sts“? ease eel ‘ waiete fraker’ LK Rr i 3: repkebanet ie fetote * ie Reed Ate Nye satee eb Bit: Pot he oeeeate “gf sete 7 
; ae ’ ta ‘ at yee cease 4 oe De tes ts ‘ fab rh tae 4 ay 44 te, TRV EL frer4 tg hy ag 8 5 aes 0 | ¢ tod sate cher “@sik oye "tg ye Se) ae 
= i us Pee as Wore ay) zt Ay Ev) Pe Feel Z a Ba | maAR asd ‘ ea i 4 oMega “a ty aha! $ of Fasattg avs ae “% fy f 
ee ou ; aes * . ; te teat a shee ° seatt ote sic? che Seip ee 1's f, woe ‘ A Pe thos el tele ot Rarer Be ure (ott gete ae SG res i dp 
: a a ar % . 7 ee abe H a $ ae alte oe : Ue ie Peirce ‘saw ‘ anaes 4 “ eae PX ," a6 bare cate ar a ea IPR quiet es “RS ae SEES a * Nae SEO aise r 
. ‘ . ue . ' . ‘¥ , "a . oF ige ° t a a’ 
ve te ‘ otegy Py | Agta 4s Wet 2! prBsa rat, Ache | BS on: a7 ies i paar a ys Skt eter be | wo BBN ghd aly 
pte : 4, 4 font “peat Dl re UH | we Ae: 3 au veuiene Ate Veatpl *gyvkExet, © oe te a fy Wig" et? OM’ ae 
a . qu nae wpbrrenes salsa ‘ ae ka err f Wytn et ‘ Sw cater e's ee ly 7 at bce 1g, 
: ai sh “atin, er Per Rite as Oe i, oo hitonetray gti a rzed cau a ts is ytety its Wit pth ry 
aie ‘ S pels tee a es we Rk Agia ‘sens ee A ats ete ae =a a Se3¢ aie eect z 
- ° Sa "e 4 terse 4 94 gither 4° ce ae < tianeat is Hoe tke ty ?. Nee 
s se es if Vie ny? Ht pans OF TET ‘ 4 ‘ 
a ae a8 : ee =e A : 4 oh," ° ee iate oH ‘ : nee ESTA nels 
. : ids ae’ BA esta gtinn ¢ PP rhe aos We f. 3 ete Ge re 
24 . - - he 
«4 .) i paneer cay re ey Paun SG Soh, af ; : ah Heeee oh viet sty 
TBs . sy as rot fas isha" ry ed testing set St rea? rte Pe 428 gt 
z ‘ EO PO ear \i tag te atten Be Ke ee Dy Werte ates Be a ed ete tt 
° : Sas sosq* veges ue war : ws aie aS Sar e" rpc 4 Hey Satie, +:,50 fates RIN peMche wrist hes egles 3 
ews pietsie \ See eta Neate ‘4 eh as Ruses* qin aes te adats ry “the col Fecal Mesh pei hine H EN * sree 
; & . Sa at b 
a A Opes ech: Phe osge tei aes FS beh he ed Reatkey FATE nuts ae An tereea 
a a 4, “a8 CSE ow é at 5!53 4 shy ‘ %,¢ 3 Taeytate , mth Z t ay aad eiatt | ps 
“aa 2. CALE CER aT GM Meath eas achat ae ete bit Hee Sears Ser 
~ . + ey Caretta, fag 24% L€ eae Be 44 ri] 
re | z , MSG ’ a oie ng hat sets : oy weet PSH 
Wiehe ate u 5%. is ae aeree cy oan Ay ty 
atte a ae F Ws 8 Fagh Star vo Wage oe 4 68 ~, {4, a's Ps Ae es UR Tad RAY a rere. ry Rouen MS tend at he) a 
Rite Ae ee Seite cle eer 13 ubag es # ost 6 Oy “yreages Aging, abe yt SS Aastha aten 
. ie 4 4 zie mop “4 Gor, may rat i. 
° : nan ws eae Me go 2 cH eles tate ate | Seperate secaneatats ef Mgt tetiia Ethel < HET es! Ae ve . by ex 
so. ae ay ry Gun pects > com ciele cs 8a hd ae, ae Me z whe iM Ea ao y 
. “ as <r se x 3 Pep a. 80 Lb oreg ated eye 7 “ py ¢ Agree POSEN vibe Se 
ro Te | ae eee pis Ws Fe Metabo fees, ay Brigg ele Sheree 
ET eS ae ‘ci ae oy aon Bah ates 
. a a ao. a es 3 cae tea te Buco Che tt meas ‘fear ago ar ety: 
. . n ise fea 0 6 5 emg AS 9) 
= ae SKS or rs coca a Ae Une edo *, "at Sot, 3“ pba ss oe « ee terre Sy srt 
se « oo6 an 4 cg. a at es vis? e et! tees 
- ’ ° : a of ads ¢ thy = é ris te’ By! my 4% J - 2 . 
Swat Spe a nae : ce ie ratte vay n bet ‘us es ag ih r “s ateateseg a ie cut ee y * i EO ae 
Pe | a . CO TILT | an dele ot a! pes : hey yaaa a eh PS z ne 5 
tee eee a, ee a dita any cad eeccal Geist 7 ae Bee Pr a i esha ssegieia takes se akcage aire HEN pare ty Finbar ith ‘ 
hte a ee ie Wines atenet PTS es 9) Hi pobre gt eg eet ye aie tie RoHS be BG W abort ee ite Pewee ss Togs nia tie 4 gee y SAG sie SA tet Aste 
3 See \ Pad 4) irte watt; bard ee wee inefy “het iy SRA alte Se drs 7 sy tat Pee a, 
“ a avg. . ips ht 0S x 2 ref ott * ar ueree’g Sree itetete! me Pe ee of a Gt 2. ao! ep 
ae RSs 3 te te iy ee Ae $05 oe a or | A at ee aes 4 Jf Sean Ty s' 4a: ee? Sint n 
. Yar gat 58 ase Te : apr BMA iserk agee ha $4 yn. ie spices Sn shy te! i 
+ Toei i tee i be Mee Po ‘ ‘xt ‘ef “eo Fs tats 3, ee astatgngs,; fe ne re “al ot Aly 4, 4h eta 
; Ry “ « crit et seta a be Ente oy aor) e Pe “a8 re ht vs <erRen, fi ie a peer Bq fA Lie 
syle : " ted wi wt 2 oat 2 aS eset se tot « aie o¥as be Sata ‘ Me RA o oshes ne ples; ee rhs EAS ete 
o 6 Le} ace * nea! he breeke sie, Ais She tratalee dob yd pita Sete > “eas wer oe ee pea 
i ‘ or] A we be : ro S . fi tt ? 
: Sa aE > ica gy aa ee CRORE Shek ei Gie. as tenes es 
sl = mS? Saat =. iT 
4 S tte tate at ae Bie) dite? ee rane ¥ tay oom) raHgh aS nas tes oS states nee a dni cae “a%e eae ay Sf 
; . 0 ipa. ane TE ae Re SR te 6 pie ie acay, Goreitcitsta ‘s at spatah: Party : 4 Se ean 
& 4 a7 ats » +4 ~ - * * td . amid pa : 
See ’ dee 3 va dted a: 38 jalan ig meee 4 eh Sy tas etireeent 43) De if let Nea Es re Hye is? wae wy 
, of he 4 vae* "t A 4 Ae 9 4 aimee he se : 
zs "i - ehne tafe i ee at Fae a iH, fre, ¥I ieee fate jane bs, thy bh iets fe pie, re es of eo ptt eae Ey ays Pate. re Xi es 
ate wae = «°9°2 Hl A of | . ; an ul 304 sath wrens es Le nd loh ebay te ¥ 
: : ina oP : ‘ Vi w eeytt ae iat phd fe oe Sie Sete ite x yialy datyse ee : 
° amat “3 (3 ¥ogtarg 4y 4 
2 wri eel AG ero mt Si, aeadit i Mi ae £y) Rt tha ce 
i “a4 : 
: . aN YT tte are Perea a Steet aie Ty rk oe ayia : we i mae ig ut a Ai 
Cy oa cPtheeta LE aed L eeeat at 2a eee ARREST? nua ta utets 
rae! ° Par we 4e ae oe Me rs a 7 ei is ats ae 1 ee re ry ea Pes Neely Sete meta H bites sat glided { sacl: alee aes oe en ee 
° 5 "+ . 4 - ad bk ds ta Wg 0) ah we D ¥ ' 
; asm , 0 ve atat 4 2 sit, Py Bray sie TOLriy se” ers J ‘aR pae ys 
= 5 ° 6 te rerio? Le = 4 Stic Om 4 “a x Mae abe bd cette Ass PA te ys: sie Sant bs i are »' efit at MG eine 
. ’ “ “ os e an rere be he Lose . , 
a £ Mee Seeger eal . ar oe ev et he ie Ae On “ "8, 
a - dag ea fe ‘en eee be e's og thege Tiny et jas a tetae es) ohn sfibts dat 4 iy bie iets a, s6 ates Va) Ly “qi sly: : Feta] 
; oS ane rete Are . ; oh : 6 ae *AN : id 4 ee ved Sibi Y Peitaig” Ba A ae hi sae nicdaus aerate ‘ eat ata * aH AS 
. ‘ ~ vee og » ‘ aa é | An a , ; ti I : 1) 2 
Fame Mare oT a Att oie lit! des Hata secrete Nae aa i UREN a he ab ete ai tat Sine 
: . “ ib oe ce? ' 4 y 4884 vt he ee Ald?g er ie es ehyse Ade y sl 
. Fy - - % 6, ee et ge nee Ty sahyer 2 yeah oh eh egrarreds bj 3445 . 4 dite #4 . eae 4 tig au 
A sl erry Me f eat tpreage ‘i ™ gh alah wel . pat tn 5 + jes ebiss id 
- oo S ASS ore ong ‘ is “ete Se! paXen Ss rataem ye? ' Hens “1 . Bee 5 vat P sya? alge 
e . fae * ’ : ‘4 tft, Jrees r ‘ye Per Re be yma? a far aa ny Mra wre ety? A ares a4 
7 ‘ sente es +¢ “. yw ets : an Mate tera had et SHAE Asi tN Scopes tuts nay an rat ee he ay hae % 
, i é ; 4 * ’ 1 
7 es ® 4 60g «3 et ‘ po lig: se" V794,8 f Yee te | a 4 
s -* as ieee ‘ste “ines tad Gite telah er tt t ‘ Sy ane “2 ates, ie 
, « . s « . % of pe ea A . s 
se $ t "4 a ae Pr t ¢% eae Nihine “Maly a Soren ys , rida Lau a apn fate Hi ’ 
; 4 P ‘ o ’ Hae os 4 “Ivttes a a, ou co 7 e ; ats rig , i hat ait 3 8 mE by ws vee ym { 
’ 4 '< 5 a , 
ae ‘ het ‘yt Fiat §: ‘ MF i 4 ; rela 84! sara itary Hie te yess a ig Sis BREN SHH di oe. rp 
. pe ies: canary Pa ena Me G 15 a a ve . she i‘ neat 2 ae Bas “et ; , haar eae yey Dias My Ba 
hd ’ ‘ * an . at eg x =, 
ise on ga a8 eh sernanee ids Soholgs Gia Catlele van Vingedy i aH een ars rate yireibeny 
. A a ’ a tet oa ay 0: ie I a ‘ nr a iA Te gue Seid a = aL Ca katte plete 
‘ ‘ zoe hapa etal Secs ~ a vad! ig } sees ee ‘ i ape t Ay asia ci ete ee ae 4 ae age Ny a 
* ¢ 20}, fhe 4 ’ é cr Pp h, 
Perey ati any ee A , 1 oF ree ty resey ian “s YY she S74! °° uy ith ality “i mdi as ihe at sate tint th 
: A he dis jf ree bi rye hia <3, 5h, 2 ay oe ich han Kine A aya) ' 4d sie NS a ite, rit 
Pe Ve tial f 3 ALT Uy on ee Sepetat st ie UG barge | fir! wate ga indivi Meee " 
Ye rie . i e Sane ‘cw’ Ne fs Nate nti ” beg §! ats VERON, hy iy ae ui nts sang We By abd cS ea be ee PEA AE i 
- H % oe ty A Cae 59M shaw! , 
av"e f iat Uke (eet av ty aes ts 4 ts a} wy eh tag wad agg ras ! Ce use oxi Ai Db ayhatey 
| ee hart sae y av Us ba 4 Aas He 14 a * Gv see i Bt bres, at 
ae } eet decile ie Ae toa “Gale i Seid if Wessels oi RH Us pau aly sinann uf ; ret tity a 4 ; oy i i ae Sen eit 
° sii, aaa! “! i iy eT ee yh bh wiiad : aPa's? be J Pay 
a Bs ik Pc ae ie My , bei a eayie wb Chat) as ‘ idee 3 a C 40 , 
’ a ite ‘ Ve ty J ' 4iveu at! i! ep se ie ayy ay Ws 10g BT hd ts na sore 
one +", i A rety de 6M oe 1 se ary it, ) A 4 « 44) pet eat Eon a4 1% as $240 7a Breet wee, 
. i e? vs Pry ve tgla iy eaters Ban Wt a i ee { eh i eek Ls i se Rena i 4 ne sy Vi Lt f ’ fe nai, ee ip et ye , erat: ete Ri Ada 
fy i, , “ Aleta RTE Bho rit’ ae dis bru Te 3 ee 0 Baa 1e¢ fy 
: "40% aj $ L “id n 4 ts at ene i Ast 3 { Sia Kd Me : 
re f : ; Ong i f 1%; ... * Of, ry "Wham % as Vals oe ii 3} 6- herds A hy ay iia 4, nats ioe c, bea tf a is “e “ty Fatt fe Si 4 See etP} 
‘; als ‘ Pe , ’ Vewt Seats vd hike ‘ di fu Day 4 ine ¥ 1a Load 4: ae ne Af ¥ a} he a My 
. 4 4 ', ye gb aha a 4 Eb pte 4 oh vias a v4 “a 
: an ees ule ee aire tate yt! ml ae fe sas a P ie Min ld ud oe qe 4 emt, yee tat tes: wiry an | RR seach eh it ea * fe aiau fe : Lee bh, , ae Wi eat ! 
f . . mm . ’ ¢ 4 a ' ® iy dhs >, 
a? rye yg eae) ae: y aves arrriaee a Wa nae hor ae ies 5 i: J high of bat: 44,8 ih ii é eros phy Fidget 3 15 a {5 via : a is a i 
« . ; a a7 4 * ¥, e “ f Pg 5 es (LE Sybig a4 mE ret tty $43! eas *“ f aye } ey 4 as us } Lays ae] oy Wags dia) “" yh aay jesifh 4% pas : abtegel 5 he He baa UF os pet i 
-~ ‘ ‘ ’ re. Le tg ¥? aetl? io re s ve ra i - ait ie bs 144, bl 4 “fF aan te 
: che 7 pot thee’ Y »? " is re rt Soe oat Te ‘ “me “¢ 13; Sips by * fog tb, ip ade - tas f ainsi mi! est ¢ ae ine: ees Me rel 
oe oar’ OS. dln gets Fre te has . ess Bae site ue aS ri¥.3%) Mand at Baan ae ra 
oe Gre 4. 1 : ; AMT peta’ bk wid § * 4 td eH Vega ity 
mee 7 ate’, Bes es 5 189 Lacie reik ome PA Ms 9 
- ‘ Ads eet te ft at ay ean iat ue ie My a kA id La het 
° ta i | f , 4 A, oi ye t 4{80 Yet by Py} A ry 5 * 
or a) e eee ta a ot card ' { 4uth, sais at vee veg4t 
t us , ¢ e°’ F | A e 7 i's pbevte » 
TOE : P ik ee ho roar = 
e ° cl ‘. s ‘ 
oe ’ « * m 4 
a é ° « ey , 
, . Wein r ww 8 “ re a = : 
Cd 4 ie 
- os : r eae Oat wie 4G 
e e . 4 ’ ain ’ 
’ = 
s oe baad 5 
ee e 






DUC. - «NOX LIGRARY 
NAVA. “oS YGRADUATE SCHOOL 
MONTEREY CA 93943-5101 














Approved for public release; distribution is unlimited. 
THE USE OF TELEMETRY IN TACTICAL NETWORK MANAGEMENT 
Lucious B. Morton 
Captain, United States Army 


B.S., South Carolina State University, 1985 


Submitted 1n partial fulfillment 
of the requirements for the degree of 


MASTER OF SCIENCE IN COMPUTER SCIENCE 
from the 


NAVAL POSTGRADUATE SCHOOL 
September 1994 


| ——s REPORT DOCUMENTATION PAGE ——_|_ Form Approved OMB No. 0704 


. TITLE AND SUBTITLE 5. FUNDING NUMBERS 
THE USE OF TELEMETRY IN TACTICAL NETWORK MANAGEMENT (U) 


. AUTHOR(S) 
Morton, Lucious B. 


. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION 
Naval Postgraduate School REPORT NUMBER 
Monterey CA 93943-5000 


. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSORING/MONITORING 


AGENCY REPORT NUMBER 


11. SUPPLEMENTARY NOTES 
The views expressed in this thesis are those of the author and do not reflect the official policy or position of the Department of 
Defense or the U.S. Government. 


12a. DISTRIBUTION/AVAILABILITY STATEMENT 12b. DISTRIBUTION CODE 
Approved for public release; distribution unlimited 
A 


13. ABSTRACT (maximum 200 words) 
This thesis addresses the issue of reporting the real-time status of equipment in a tactical telephone system. The U.S. Army is 
developing a system called the Integrated System Control to manage all tactical communication networks. However, this system 
does not provide the network managers with a rapid and efficient tool for identifying and diagnosing network outages based on 
equipment failure. The current semi-manual method of reporting system residuals and failures allows for erroneous and delayed 
information that often leads to extensive troubleshooting procedures. The approach was to detemune if the tactical transmission 
assemblages can generate telemetry messages that contain the real-time status of the system's components. These messages would 
be routed through the tactical network to a centralized nodal control element and processed as status information to the network 
manager. We conclude that it is possible for military signal equipment to generate raw data pertaining to the "health and welfare" of 
a tactical network. A recommendation is given for processing this telemetry data into a computer using a Windows environment. 
This allows the network manager to monitor alarms from all transmission assemblages and perform queries to quickly determine the 
cause of system failures. 


. SUBJECT TERMS 15. NUMBER OF PAGES 
Telemetry, Digital Group Multiplex, Area Common User System, Integrated System Control, 62 


Network Management 16. PRICE CODE 


SoECURiI 18. SECURITY 19. SECURITY 20. LIMITATION OF 
CLASSIFICATION OF CLASSIFICATION OF THIS CLASSIFICATION OF ABSTRACT 
REPORT PAGE ABSTRACT 





Unclassified Unclassified Unclassified UL 





NSN 7540-01-280-5500 Standard Form 298 (Rev. 2-85 
Prescribed by ANSI Std. 239-1 


ABSTRACT 

This thesis addresses the issue of reporting the real-time status of equipment in a 
tactical telephone system. The U.S. Army 1s developing a system called the Integrated 
System Control to manage all tactical communication networks. However, this system 
does not provide the network managers with a rapid and efficient tool for identifying and 
diagnosing network outages based on equipment failure. The current semi-manual method 
for reporting system residuals and failures allows for erroneous and delayed information 
that often leads to extensive troubleshooting procedures. 

The approach was to determine if the tactical transmission assemblages can 
generate telemetry messages that contain the real-time status of the system's components. 
These messages would be routed through the tactical network to a centralized nodal 
control element and processed as status information to the network manager. 

We conclude that it 1s possible for military signal equipment to generate raw data 
pertaining to the "health and welfare" of a tactical network. A recommendation is given 
for processing this telemetry data into a computer using a Windows environment. This 
allows the network manager to monitor alarms from all transmission assemblages and 


perform queries to quickly determine the cause of system failures. 


ill 


/4 | ie 
fl 


TABLE OF CONTENTS 

I INTRODUCTION.........2.350 ee sige cetera tts en l 
A. OBIBCTIVE cies Lee l 

B. TELEPHONE SYSTEM TERMINOLOGY .......000000000000ooocce eee l 

C. BACKGROUND INFORMATION ....0000.0..o occ ccccccceccccecesccsuuneeeeeeeens 5 

D. ORGANIZATION OF THESIS pieces «-- sess eee ae ee 7 

Il. NETWORK MODELING. ee 9 
A. TACTICAL EQUIPMENT OVERVIEW | oo ............00.ccssse snr 0 +s S 

1. Tactical Assemblages........:....u,...............sclesoetedauneannen 9 

2. Major COmpoOnents..(oooooo...............ccscnsseserssscees tse ene etn 14 

B. TELEPHONE SYSTEM MODEL...) 17 

II. TELEMETRY REQUIREMENT 8 oiriiinccccnn-cs-s2setnsencs2senansnennee ete eanannnn 21 
A. HISTORICAL DAAC ic iiimitiesisc..csc..0s 000 s0tsssianncenesennieeess -.+ 0000) Zl 

B. TELEMETRY FORMATTING, in ncccccccscsssscctttinetsssceeesnt tn ttn 22 

C. ORDERWIRE CONTROL UNIT CONCEPT........0000000000o eee 24 

lI. Two Kbps Operation. oo ....... oc cesvevscevssnessstes ts ean 26 

2. 16 Kbps Operation.......c.ccccccics.c0:c001000.+s1008senaeeeinn a eee 74 

3. 256 KDpPS @peration...0.........ccs.000cc00cccceyonseesee) eet 28 

IV. IMPLEMENTATION TECHINIOQUES (2 cciciiis.:-.... 29 
A. THE AIR FORCE APPROACH .........................00cs0teescneoscesss 29 

1. Hardware. ..cee Ge ........... Se a. a... 30 

NO a we ee al 

3. Implementation.............::.0c..0...:.2..ceeee cs nese er a7 

B. THE MITRE SOLUTION.....333..::....9 ee 33 

1. Hardware...............289.........2less)....c ens. ..c ce. 33 

2. Software a Se cn 34 

3. Implementation...........0..0...cccc.c.ccessssscssnssovstessserssaeer siete... 36 

C. COMMERCIAL APPLICATIONS...................cciccicceecseeeeees 39 

V. RECOMMENDATIONS... 20.0.505.050...0oes Goviwessshecc esheets ene 0 4] 
A. RECOMMENDED APPROACH 0)... ......cc..ccctteeettsse 4] 

lL. COStisisseeee cause eee 4] 

2. SOCUIDY ee 4 Beene. sngigeiec ss ee ee, 42 

3. Expandability........-.20:..........:: 1 eee a 43 

B. SUGGESTIONS FOR FURTHER RESEARCH. ...0000000...0.. cote 44 


iV 


DUDLEY KNOX LIBRARY 
NAVAL POSTGRADUATE SCHOOL 
MONTEREY CA 93943-5101 


Pm VIVIARY AND CONCLUSION | o...........cccceceeececccecccececececnecenesseeeeeecesesseeeseeeens 45 

NR RL TITY oe cee .2. ct cee ceeetcaccceeeececeneneueseeccseecseeeceeecerereneaes 45 

2 INE LOIN (Re 45 
CUES JO) 86000004 [SS ee 47 
APPENDIX B. TRANSMISSION TELEMETRY FORMAT....00000000... ee 49 
8 EUS ECE Oo Ree 3 
Reema senile) TERI TELS Vo oo... cs cauacincssces--+-eesudaeegedecesrsececeesseeceeesearcccceceeeceness a) 








: 


I. INTRODUCTION 


A. OBJECTIVE 


This thesis explores the use of an automated telemetry processing capability for 
reporting the real-time operational status of the Area Common User System, a battlefield 
telephone system that is part of the U.S. Army's tactical communications network. A 
management system should be capable of monitoring the network for changes in system 
status and failures. Through the integration of a software application, these changes are 
then displayed on a terminal at a central location, allowing the network manager to 
identify rapidly the cause of such changes. 

This study has determined that it is possible through modifications on current 
equipment to ascertain the ‘health and welfare’ of the network through the use of 
telemetry information generated by the transmission systems. The current semi-manual 
system of residual reporting is described and several methods for system improvement are 
discussed using both military and commercial technologies. A final recommendation is 
given of the most efficient approach to implementing telemetry capabilities to satisfy 
current applications of network management. 

B. TELEPHONE SYSTEM TERMINOLOGY 

Most homes today have telephones that we use as a source of communications. In 
many of these same homes, we can find computers and fax machines used as additional 
communicative gateways into the outside world. In order to communicate, these devices 


must interface with a transmission System that 1s responsible for getting our messages, 


whether spoken or written, to the designated recipient(s). Our homes are tied into the 
transmission system via telephone lines that connect us to a switching facility operated by 
our local telephone company. These switching facilities are generally assigned to a 
geographical area and are responsible for determining the quickest, most efficient and 
available path for routing our telephone calls. All switching facilities across the country 
are connected to one another, either directly or indirectly, and together they make up a 
communications network. Depending upon the distance of your call, your switching 
facility may or may not have to interface with other such facilities. If you wish to call your 
neighbor down the street, this is considered a local call and only the switching facility 
assigned to your area is involved. If you call someone within your area code but you have 
to dial 1 before the number, this is known as a long local call and the assigned switching 
facility may have to route your call through another facility, depending on its size and 
capability. For calls made outside your area code, several switching facilities are required. 
The transmission media for the network is a combination of twisted pair wire, coaxial and 
fiber optic cables, microwave radios, and satellites. 

Since the capacity of a transmission (switching) facility generally exceeds the 
requirements to transfer data between two devices, various techniques such as 
multiplexing are used to allocate the total capacity of a transmission medium among a 
number of users (customers). In this case, the actual transmission path is referred to as a 
circuit or link, and the portion of capacity dedicated to each pair of transmitter/receiver 1s 


referred to as a channel.[Ref. 1] 


Each local telephone exchange has a network management system that is capable 
of reconfiguring the telephone system, monitoring its status, reacting to failures and 
overloads, and planning intelligently for future growth. 

Now consider a telephone conversation. For two parties to engage in a 
conversation, one party must dial the number of the other, causing signals to be 
generated that result in the ringing of the called phone. The called party completes a 
connection by lifting the receiver. Once connected, the caller generates a message in the 
form of sound waves. The sound waves are converted by the telephone into electrical 
signals of the same frequency. These signals can be analog or digital. An analog signal is 
a continuously varying electromagnetic wave that may be propagated over a variety of 
media. A digital signal is a sequence of voltage pulses that may be transmitted over a wire 
medium.[Ref. 1] 

When the caller or called person speaks, their message is defined as data. Data can 
also be viewed as analog or digital. Analog data take on the continuous values on some 
interval, such as the way our voices sound. Digital data take on discrete values, much the 
way computers talk to each other. Digital data can be represented by analog signals by 
use of a modem (modulator/demodulator). The modem converts a series of binary 
(two-valued) voltage pulses into an analog signal by encoding the digital data onto a 
carrier frequency. The resulting signal occupies a certain spectrum of frequency centered 
about the carrier and may be propagated across a medium suitable for that carrier. In an 


operation very similar to that performed by a modem, analog data can be represented by 


digital signals. The device that performs this function for voice data is a codec 
(coder-decoder). In essence, the codec takes an analog signal that directly represents the 
voice data and approximates that signal by a bit stream. At the receiving end, the bit 
stream 1s used to reconstruct the analog data.[Ref. 1] 

In terms of theory and connectivity, a military tactical communications network is 
very similar to a commercial telephone network. In order for soldiers to communicate on 
the battlefield, they still need routers, carners, and multiplexers. Only these components 
must now be sturdy and mobile, and they are generally housed in an assemblage/shelter 
that is mounted on the back of tactical vehicles for transportability around the battlefield. 


Figure | is a pictorial display of a tactical communications shelter with vehicle. 





Figure 1: Tactical Communications Assemblage 


Mobile switching facilities, commonly known as circuit and message switches, are 
being used for routing voice and hardcopy messages throughout the tactical network. 
Because time is mission critical, communicators rely heavily on microwave radios and 
satellite media to establish the backbone of the network with relay repeaters extending the 
distance between nodes (switching facilities). Cable and wire usage are generally confined 
to distances of 8 km (5 miles) or less.[Ref. 2] 

C. BACKGROUND INFORMATION 

During the 1970s and 1980s, the U.S. Army replaced most of its old tactical 
communications equipment that used analog technology with modern equipment utilizing 
digital technology. As a result, current tactical networks provide for secure digital voice 
and data communications capabilites as well as global positioning systems. However, 
only manual systems now exist for monitoring and reporting the operational status of the 
tactical networks. Realizing the need for a computerized network management capability, 
the U.S. Army Signal Corp is currently developing the Integrated System Control to 
manage all tactical communications networks. The system will automate the functions of 
wide area network management, network planning and engineering, battlefield frequency 
management, Communications security management, and communication asset command 
and control for the three classes of communications systems. Table 1 contains the 
communications classes and their functions.[Ref. 3] 

While the Integrated System Control will provide enhanced capabilities for 


network management, it does not address the issue of real-time tactical telephone system 


monitoring and equipment status reporting as required in the Area Common User System. 
Without this capability, communications commanders still do not have a rapid and efficient 
tool for identifying and diagnosing system outages. 


TABLE 1: ARMY COMMUNICATIONS CLASSES 


COMMUNICATIONS CLASS PROVIDES USER WITH 


Area Common User System Battlefield telephone system 


Combat Net Radio secure single channel communications 
Amy Data Distribution System Communications for tactical data systems 


Signal Corp commanders and network managers still rely on the operators to 





identify system failures and to transmit accurately and effectively such information over 
LS-147 loudspeakers and FM radios. On the basis of such information supplied by the 
operators, managers must make rapid decisions as to the appropriate actions for system 
recovery. Options include switching to backup systems or allowing down-time for on-line 
troubleshooting procedures. The initial assessment of the cause for system failure 1s 
usually determined by the operators from alarm status indicators inside the communication 
shelters. These indicators set off a manual troubleshooting process that, as indicated in 
Table 2, can take a significant amount of time. In addition, there is a high probability that 


due to the reconfigurations required to implement the various equipment loopbacks, an 


incorrect configuration may be left in place even after the original source of the problem 
has been identified and rectified [Ref. 4]. If these same alarm indicators can somehow be 
converted and transmitted in data form over the network and terminated inside the 
Communications System Control Element (CSCE) or a similar shelter, this would allow 
the senior leadership to have access to the same information as the operator inside the 
shelter. This concept of putting real-time information directly into the hands of people 


that make the decisions will vastly enhance communications support across the battlefield. 


TABLE 2: TROUBLESHOOTING PROCESS 


APPROXIMATE TIM 
EVENTS — ATE 


Customer report disruption of service Imi 30 minutes 


Nodal managers validate loss of signal 1 minute 3 minutes 


Troubleshooting techniques and recovery | 12minutes 60 minutes 


TOTAL DOWNTIME PER FAILURE ~15 minutes | ~90 minutes 





D. ORGANIZATION OF THESIS 

This thesis is divided into six chapters and two appendices. Chapter II provides an 
overview of a tactical communication nodal network and the transmission equipment 
utilized at theater level. Chapter III discusses telemetry requirements and the concept for 
installation of automated processing capabilities. Chapter IV presents several 


implementation methods for enhanced network management. A recommendation is given 


in Chapter V on the most economical and efficient approach to providing real-time 
network residuals along with suggestions for further research. Chapter VI summarizes the 
study and looks to the future of tactical communications network management. The first 
appendix contains a listing of acronyms. The second appendix contains tables of the 


transmission telemetry format and protocol. 


Il. NETWORK MODELING 


This chapter gives an overview of a tactical nodal network within the Area 
Common User System. It provides descriptions and roles of the communications 
assemblages and components utilized within such a network. A detailed communications 
example is presented to give the reader a better understanding of how the components 
interrelate and how complex the troubleshooting process can be when failures occur. 

A. TACTICAL EQUIPMENT OVERVIEW 

The Area Common User System 1s divided into two subsystems -- one that 
supports echelons above corps (EAC) units and one that supports echelons corps and 
below units. The EAC subsystem is supported by Digital Group Multiplex (DGM) 
equipment while the echelons corps and below subsystem is supported by Mobile 
Subscriber Equipment (MSE). Relatively speaking, the main differences between the two 
subsystems are the channel rates, circuit routing strategies, mobile subscriber support, and 
International Consultative Committee on Telegraphy and Telephony (CCITT) X.25 
packet switching service. Therefore, this chapter will only focus on communications 
support at the EAC level.[Ref. 5]&[Ref. 6] 

1. Tactical Assemblages 

The DGM family of communications assemblages provide the physical path for 
digital transmission groups (DTGs). The term digital transmission group refers to a 
collection of full duplex channels that connect two nodes. These channels can be trunks, 


telephone loops, or data loops. Digital transmission groups originate from an AN/TTC-39 


circuit switch and terminate either to another circuit switch, a telephone multiplexer 
device, or another type of terminating equipment. They can be transmitted over cable or 
radio links. Multiple digital transmission groups (known as super groups) can be 
multiplexed together and transmitted over links.[Ref. 2] 

Trunks provide communication paths between different circuit switches. In almost 
all cases, trunks between circuit switches are a combination of cable and radio links. 
Cable links are used to connect equipment that is separated by a short distance that is 8 
km (5 miles) or less. They are generally used to connect line-of-sight (LOS) radio 
shelters, a circuit switch to line-of-sight radio shelters, and circuit switches used in special 
configurations. Radio links greatly increase the distance between circuit switches, 
generally up to 40 km (25 miles).[Ref. 2] 

The DGM assemblages also provide the capability to extend voice, data, and 
message service to customers that are not directly supported by a circuit switch. Five 
types of assemblages make up the DGM family. A_ typical nodal complement of these 
assemblages 1s depicted in Figure 2.[Ref. 4] 

The TRC-173 is an ultra high frequency (UHF) LOS radio shelter used to extend 
the connectivity of the network through radio links. In the Area Common User System, 
the TRC-173 is primarily utilized as a radio or cable terminator, connected to a Remote 
Loop Group Multiplexer (RLGM) or a Remote Multiplexer Combiner (RMC) which 
multiplexes and demultiplexes four to eight full duplex telephone loops respectively. It 


can accommodate two supergroups and can operate as a split terminal, with radio and 
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cable systems simultaneously. In addition, the TRC-173 also has the capability to function 
as arelay. The planning range for the TRC-173 is 40 km (25 miles) for radio and 64 km 


(40 miles) for cable systems.[Ref. 2] 
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Figure 2: EAC Nodal Transmission Network 
The TRC-174 is also an UHF LOS radio repeater. The TRC-174 is capable of 
functioning as a radio-to-radio relay, a cable-to-radio relay, or a cable-to-cable relay. The 
relay can be between two switches or between a switch and a TRC-173 radio terminal that 


terminates a DTG from the switch. The TRC-174 can accommodate up to three 


supergroups when deployed at the top-of-the-hill. The planning range for this assemblage 
is also 40 km (25 miles) for radio and 64 km (40 miles) for cable systems. [Ref. 2] 

The TRC-170 is a tropospheric scatter radio terminal that generally provides 
extended digital trunking between major nodes. The TRC-170 is similar to the TRC-173 
in that it can terminate a DTG from a switch and can use internal multiplexers to break out 
the subscriber channels or connect to a Loop Group Multiplexer (LGM). The planning 
range for a TRC-170 is 100 to 150 miles, depending on which version (V1/V2/V3) is in 
use. Two TRC-170s are often used at one tactical relay site for range extension.[Ref. 2] 

The TRC-138 is a super high frequency (SHF) LOS radio or cable repeater that is 
designed to combine all of the transmission links coming into a node at the 
"top-of-the-hill". The concept of the top-of-the-hill of a node 1s to displace the 
assemblages that emit a radio frequency signature away from the circuit switch at the 
"bottom-of-the-hill". The combined transmission links (up to 12 links) comprise a master 
group that is transmitted to a TRC-175 SHF LOS radio terminal at the bottom-of-the-hill. 
The individual transmission links traversing the master group are broken back down into 
individual groups and cabled to the circuit switch. The link between the top-of-the-hill 
TRC-138 and the bottom-of-the-hill TRC-175 can be installed over tactical pulse code 
modulation (PCM) cable, fiber optic cable, or a short-range wide-band radio (SRWBR) 
system. When used as a radio terminal, the planning range of the TRC-138 and TRC-175 
are 40 km (25 miles), however, in a SRWBR configuration they are restricted to 8 km (5 


miles) due to the high speed data rates.[Ref. 2]&[Ref. 4] 
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Each DGM communications shelter is typically operated by a 3-man crew 
consisting of a team chief and two team members. They are responsible for the 
installation, operation, and maintenance of the transmission system(s) assigned during a 
tactical operation. This also includes 24-hour surveillance of on-line equipment and 
hourly reporting of system residuals/status to the network managers at the company level. 
Company commanders, along with their operations personnel (network managers), are 
co-located with the circuit switch at the bottom of the hill inside the CSCE. 

The TTC-39 circuit switches provide the capability to monitor the DTG overlay to 
the tactical transmission network. It does so by monitoring the status of the DTGs that it 
is terminating from other switches or from remote multiplexing equipment. Referring to 
the nodal view of the tactical transmission network in Figure 2, the circuit switch would 


provide a level of detail of the status of the network as indicated in Figure 3. The dashed 





Figure 3: Status of the DTG Network 
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line presents a DTG that is out of service between the two switches. The CSCE provides 
a capability similar to the TTC-39 circuit switch to monitor the DTG overlay to the 
tactical transmission network. In fact, the CSCE monitors the alarms of the TTC-39 
circuit switch. However, the CSCE currently do not have the capability to monitor 
individual systems and the several components that make up these systems.[Ref. 4] 

2. Major Components 

The DGM equipment is a family of digital loop and group multiplexers, cable 
driver modems, and pulse restorers that are responsible for performing the basic signaling 
process. There are several different digital signals used with the DGM equipment. These 
vary depending on the particular piece of equipment and its intended application. The 
characteristics of each type of signal are briefly described below: 

¢ Conditioned Diphase Group Signals: These are unbalanced, four-wire, 3 Volts 
peak-to-peak, conditioned diphase signals transmitted over Pulse Code Modulation 
(PCM) cable. The interface is normally used on the line (or cable) side of modems. Data 
rates can range from 72 kbps to 4608 kbps. 

¢ Dipulse Group Signals: These are unbalanced, four-wire, 1.8 Volts 
peak-to-peak, dipulse signals at a constant 2.304 Mbps rate. They are also transmitted 
over PCM cable with a maximum distance of 1.6 km (1 mile). 

¢ Nonreturn-to-zero (NRZ) Signals: These are balanced, four-wire, +/- 3 Volts 
signals transmitted over RG-108 cable. These signals are used to interconnect DGM 


equipment within a shelter. 


Although there are many components that play a part in tactical point-to-point 
communication, the major items are as follows: 

¢ Group MODEM (GM) 

¢ Low and High Speed Cable Driver MODEMS (LSCDM and HSCDM) 

¢ Loop Group Multiplexer (LGM) 

¢ Trunk Group Multiplexer (TGM) 


* Master Group Multiplexer (MGM) 
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Trunk Encryption Device (TED) 
¢ Radio MODEM (RM) 

The purpose of the Group MODEM is to provide an interface from a PCM cable 
link to the DGM shelter. It converts a cable link signal to a NRZ signal and a NRZ signal 
into either a conditioned diphase or dipulse signal. There are four cable connection slots 
per GM and there are two GMs per shelter.[Ref. 2] 

The Low and High Speed Cable Driver Modems (LSCDM and HSCDM) are used 
on both ends of a repeated PCM cable transmission system to switch the signal from NRZ 
to unbalanced conditioned diphase. They provide signal and power for the unattended 
Low and High Speed Pulse Restorers (LSPR and HSPR), which retime and regenerate the 
group signals. LSCDM systems may be up to 64 km (40 miles) in length while HSCDM 
systems are 8 km (5 miles) or less.[Ref. 2] 

The Loop Group Multiplexer (LGM) is a shelter mounted component that 


multiplexes up to sixteen 32 kbps subscriber loops (telephones) into a single group. A 
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switch on the loop modem card allows the LGM to provide power to digital telephones a 
maximum of 3.2 km (2 miles) away.[Ref. 2] 

The Trunk Group Multiplexer (TGM) is also a shelter mounted component that 
multiplexes and demultiplexes up to four NRZ signals from the GM into a supergroup. 
The group inputs can be 72-2304 kbps and the TGM output can be 128-4608 kbps. There 
is a total of two TGMs per shelter.[Ref. 2] 

The Master Group Multiplexer (MGM) is a shelter mounted second level 
multiplexer that combines up to 12 NRZ groups or supergroups at rates of 72-4915.2 
kbps and two 16 kbps NRZ signals into a single serial bit interleaved NRZ mastergroup. 
It can operate at rates of 9.36 Mbps or 18.72 Mbps and 1s generally used in the SRWBR 
configuration.[Ref. 2] 

A Trunk Encryption Device (TED) can be connected to each TGM to encrypt and 
decrypt the signals (supergroups) passing through it. It provides the means for double 
encryption between the assemblages only. 

The Radio MODEM 1s used to convert the NRZ signal from the TED into a radio 
binary signal and vice versa. There are three MODEM slots within one RM unit. The 
microwave radio unit then transmits/receives the radio binary signal to/from a distant-end 
assemblage.[Ref. 2] 

Every DGM assemblage does not contain all of the previously discussed 
components. These components are assigned based on the roles and functions of the 


assemblage within the network. However, it 1s very important to note that each of these 
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components contains overhead channels that can be utilized for timing, framing, and 
telemetry. 
B. TELEPHONE SYSTEM MODEL 

To complete an end-to-end telephone connection, several assemblages and 
components discussed above will be required. Figure 4 illustrates how telephone service 
is provided through a portion of the network. This example displays the signal path from 
a telephone at Site | to another telephone at Site 3. There are two digital transmission 
groups (DTGs), both originating at the circuit switch (CS). DTG 1 and DTG 2 provide 
local site telephone service to RMC 1 and RMC 2 respectively. 

There are three line-of-sight (LOS) radio connections: L1, L2, and L3. The five 
cable connections (C1, C2, C3, C4, CS) are generally made with PCM CX-11230 cable. 
Telephones are connected to the RMCs via a four-wire interface such as WF-16 wire. 

A telephone call from RMC 1 to RMC 2 would be considered a long local call 
since both the calling and called telephones are receiving service for the same circuit 
switch. Channels are multiplexed at RMC | and sent to the CS. The CS encrypts the 
signal at the TED and straps it onto DTG 2 which goes to the TRC-175. The MGM will 
multiplex DTG 2 with any other DTGs it receives from the CS and the signal is 
transmitted to the top-of-the-hill by the GRC-222 radio which has an internal radio 
modem that provides the interface between the radio and the NRZ signal. It is important 
to note here that a cable system is typically installed as backup to the radio system. This is 


necessary because every system (up to 12 max) at the top-of-the-hill is being multiplexed 
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Figure 4: Telephone Service Example 
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over this transmission. If the SRWBR system fails, all subscribers being supported by the 
CS will lose telephone service. It is critical to have a rapid backup plan. The MGM in the 
TRC-138 demultiplexes all the DTGs and sends DTG 2 to the TRC-174 via cable. Since 
both assemblages are equipped with GMs, this is possible. The TRC-174 then relays the 
signal to another TRC-174 which relays the signal to the distant-end TRC-173. Since the 
TRC-174 at the relay site is acting as a repeater, only the GRC-103 radios are utilized. At 
the TRC-173, the supergroup is decrypted and demultiplexed by the TED and TGM 
respectively, and DTG 2 is sent to the RMC 2 that demultiplexes the DTG into eight 
individual channels. The TGM can accept four DTGs, allowing the TRC-173 to interface 
with four RMCs (32 subscribers). In addition, each RMC can connect to another RMC or 
RLGM, providing telephone service for 64 subscribers. 

In summary, a telephone call from Site 1 to Site 3 utilizes the following 
components: 

¢ GM -- six each 

¢ TGM -- one each 

¢ MGM -- two each 

¢ RM -- four each (two internal) 

¢ TED -- two each 

¢ Radio -- six each 

* RMC -- two each 


¢ HSCDM -- two each (backup) 


A failure in any one of these components (to include the cable system with Pulse 
Restorers) will cause the subscribers to be without communication support. For this 
reason, it 1S important for network managers to identify quickly the source of failure. 
Because the system is dependent upon timing and framing techniques for synchronization, 
a failure of one component will cause alarms to be triggered in all assemblages, making it 
difficult to identify manually the faulty components. 

When the system fails, troubleshooting procedures begin at the CS, which will put 
RMC | and the TRC-175 into system loopbacks. This allows the equipment to check the 
signal path to the switch. If these loopbacks are error-free, the CS will continue to put the 
next assemblage in the link in a loopback until the faulty component is found or until it 
reaches the end of the path at RMC 2. This procedure accounts for the lengthy downtime 


discussed in Table 2 of Chapter 1. 
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Il. TELEMETRY REQUIREMENTS 


The objective of this chapter is to discuss the concept of generating telemetry data 
within a tactical network. Telemetry is defined as a science or process of using an 
electrical apparatus for measuring a quantity (as pressure, speed, or temperature), 
transmitting the result by radio to a distant station, and there indicating or recording the 
quantity measured [Ref. 7]. From a network perspective, it is the use of 
telecommunications for automatically indicating or recording measurements at a distance 
from the measuring instrument. Consequently, telemetry data consists of status 
information and subcomponent alarms from the communications assemblages in a tactical 
transmission network. 

A. HISTORICAL DATA 

During the research phase of this thesis, it was discovered that a telemetry 
processing capability was initially included in the design aspects of the DGM specifications 
in 1976. The concept was a compromise between the user requirement to know 
instantaneously the status of all transmission equipment and the available microprocessor 
technology of the mid-1970s. All telemetry information was to be transmitted to the 
to-be-developed nodal control processor for use by the technical controllers. Equipment 
status would be reported over data orderwires by telemetry, teletype and 
processor-to-processor links. Message format, synchronization content and handshaking 
required for telemetry reports and processor interchange would have to be established as 


would the signaling interfaces for analog and digital voice orderwire circuits. 
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In the late 1970s, the Army developed the Orderwire Control Unit (OCU), a- 
current component of all DGM assemblages. One of the functions of the OCU was to 
generate the telemetry information for each assemblage. The assemblages were designed 
to house the OCU and at least one Dedicated Loop Encryption Device (DLED) to encrypt 
the telemetry messages. However, the telemetry concept could not be tested during 
operational testing of the DGM system due to lack of nodal control processors to process 
the telemetry information. 

In 1982, the Army decided to abort its nodal control management program due to 
funding and this halted the effort to effectively develop telemetry processing. The DGM 
assemblages were fielded to tactical units in the late 1980s without such a vital capability. 
Consequently, during the development of the current AN/TTC-39 circuit switches and 
CSCE programs, telemetry was not considered to be one of the minimum essential 
technical control functions due to networking and security issues. 

B. TELEMETRY FORMATTING 

Using the theoretical layout of a tactical transmission network as viewed in 
Chapter 2, it is now appropniate to discuss the concept of telemetry within this network. 
Figure 5 depicts a standard telemetry message format. The telemetry data is formatted 
into a block oriented structure with each block consisting of 20 characters. Specific fields 
within each block uniquely identify the origin of the telemetry data, i.e., the station 
identifier (ID). The station ID consists of a letter followed by two numeric characters. 


The initial letter of the station ID also serves to identify which type of shelter is reporting 
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the telemetry data. Subsequent fields reveal the status of the assemblage: P, indicating all 
is well; K, indicating a bit error rate (BER) threshold has been exceeded; and finally E, 


indicating that there are errors to report.[Ref. 4] 


Assemblage ID Antenna Alarm 
| TRC-173 DLED Summary 


GM Loss of Signal 
M TRC-174 HSCDM Summa 

ry 
R TRC-138 P AllGood LSDM Loss of Signal 


S TRC-175 Low Voltage Power 
T TRC-170 K BER 10e-x More Than 8 Alarms 


OCU Summary 
E 1 to 8 eros Receiver 





Figure 5: Telemetry Message Format 
If the assemblage is reporting errors, then the specific alarms would follow within 
the message. Two alarms can be reported per block with up to four blocks composing a 
valid assemblage message. Therefore, any assemblage can report up to a total of eight 
alarms. Any assemblage with more than eight alarms would report the unique code word 
of "MAJOR". In general, the alarms can be categorized into summary alarms and loss of 


signal alarms for subcomponents such as the modems, receivers, transmitters, and 
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multiplexers. A table of the transmission telemetry format and protocol with detailed 
explanations of the 20-character block is provided in Appendix 2.[Ref. 4] 
C. ORDERWIRE CONTROL UNIT (OCU) CONCEPT 

Although the Army failed to realize the significance of the nodal control facility, 
modifications made to the orderwire control units (OCUs) in the mid 1980's has made it 
possible to deliver telemetry. The OCU in each DGM assemblage control the generation 
and transmission of telemetry messages. Each OCU is composed of 3 separate entities as 
follows: 

¢ Data Orderwire (DOW) 

¢ Digital Voice Orderwire (DVOW) 

¢ Analog Voice Orderwire (AVOW) 

The data orderwire (DOW) system is physically responsible for transporting 
telemetry data throughout the network. The digital voice orderwire (DVOW) and the 
analog voice orderwire (A VOW) systems facilitate the installation and troubleshooting of 
a transmission system. Each system is capable of generating a telemetry stream structured 
in the block-oriented format previously discussed. The DOW and DVOW streams are 
transmitted out-of-band. The AVOW is frequency multiplexed as a subcarmier to the 
transmission system. The AVOW is generally the first system that is available to the 
operators when installing a system. However, it 1s not extensively used after initial system 
installation. —The DVOW is used more extensively and provides the capability to set ring 


codes’ that can signal a specific assemblage within the transmission link to answer the 
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DVOW. As such, the DVOW is used most often to manually direct and coordinate 
troubleshooting activities.[Ref. 4] 

There are four types of OCUs, as depicted in TABLE 3. The OCU-I, OCU-II, and 
TOCU have a telemetry controller that monitors contact relays in the subcomponents of 
the assemblage. These contact relays open and close dependent on whether the 
component is experiencing an alarm. Based on the status of these relays, a continuous 150 
bit per second (bps) telemetry data stream is generated which contains the local 
assemblage status information.[Ref. 4] 


TABLE 3: Types of Orderwire Control Units 


TYPE |LOCATION COMMENTS 
focus [ane | ean mein aerate 2 op Ome 


cu | sue Contains Data Channel Multiplexers (DCM) 
-ecum | csce Can not support 2 kbps operation 
TOCU TROPO Can report Bit Error Rate (BER) 





The DOW system is composed of three distinct multiplexing hierarchies: 


operation at the two kbps level, the 16 kbps level, and finally at a level of 256 kbps. 


Pe 


1. Two Kbps Operation 

Each orderwire control unit has a telemetry decombiner and combiner (TD and 
TC) that respectively character demultiplex and multiplex 13 separate 150 bps channels 
into a two kbps DOW. If the assemblage 1s the last (or first, depending on the point of 
view) one in the transmission link, then there is no two kbps DOW to demultiplex. In this 
situation, the shelter locally generates the two kbps DOW, substituting fill data (hex FF) 
for the empty channels. An operator-set dual-in-line package (DIP) switch determines 
which channel assemblage's local telemetry data will be inserted onto. This resulting two 
kbps DOW transmitted out-of-band over the transmission system to the adjacent 
transmission assemblage towards the node. At the adjacent assemblage, the process 
repeats itself, with exception that the next assemblage character demultiplexes the 
incoming DOW into 13 individual channels, one of which is not empty. This assemblage's 
local telemetry data 1s then inserted onto the designated empty channel.[Ref. 4] 

All the OCUs, with the exception of the OCU-II, support two kbps telemetry 
operation. Each supports the selection of a station ID for the assemblage, the selection of 
one of 13 channels out of the two kbps DOW for its local telemetry data, and the 
demultiplexing and multiplexing of the two kbps DOW. The OCU-I found within the 
UHF LOS assemblages has the added flexibility of being able to decombine (demultiplex) 
either a single two kbps DOW or three separate two kbps DOWs. If it 1s configured to 
decombine three, then the first four channels of DOWs one through three make up 


channels | through 12 respectively of the recombined two kbps DOW. In this case, the 
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local shelter's telemetry data should be inserted onto channel 13 in order not to overwrite 
one of the incoming |2 channels.[Ref. 4] 

The TOCU within the TRC-170 also has the capability to report the BER of the 
radio link. If there are no alarms, yet the BER has deteriorated to between 10° and 10°, 
then a status character of "K" is generated. A "K" indicates that the radio link is in a 
marginal status. 

2. 16 Kbps Operation 

Once all the transmission links and their corresponding two kbps DOWs reach the 
top-of-the-hill, the mission groups are combined into a master group. All the two kbps 
DOWs appear at the patch panel of the TRC-138 where they are individually patched to 
one of two data channel multiplexers (DCMs). The DCM, which is found only within the 
OCU-II, has the capability to bit multiplex the individual two kbps DOWs into a 16 kbps 
telemetry data stream. Up to seven two kbps DOWs can be bit multiplexed by the DCM 
in the OCU-I]. The eighth input to the DCM consists of a binary overhead framing 
sequence of 0001001. Since there are two DCMs, the OCU-II can process two of these 
16 kbps telemetry data streams.[Ref. 4] 

Now that all the telemetry data is present within one or two 16 kbps telemetry 
data streams at the top-of-the-hill, the data must be further processed for transmission to 
the bottom-of-the-hill. This is done by multiplexing the 16 kbps telemetry data streams 


with other 16 kbps digital voice orderwires (DVOWS) into a 256 kbps digital group. 
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3. 256 Kbps Operation 

The DVOW multiplexer in the OCU-H multiplexes the two 16 kbps telemetry 
data streams along with up to 12 other 16 kbps DVOWs into a 256 kbps digital group. 
This 256 kbps digital group is then multiplexed by a master group multiplexer (MGM) 
into the master group that is transmitted from the top-of-the-hill down to the 
bottom-of-the-hill. At the bottom-of-the-hill the 256 kbps digital group is demultiplexed 
from the master group and then directed to the OCU-III in the nodal CSCE. A DVOW 
multiplexer in the OCU-III then breaks out individual DVOWs and telemetry data 
streams.[Ref. 4] 

The ability to deliver the telemetry data to a currently unused port on the rear of 
the OCU III in the nodal CSCE does exist. Unfortunately, there is not an existing 
capability to monitor and exploit this useful source of data. Two issues must be 
addressed: 

¢ How to get the raw telemetry data into a CSCE or equivalent processor. 


¢ How to translate the raw data into information that network managers can use. 
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IV. IMPLEMENTATION TECHNIQUES 


This chapter presents current methods for gathering raw telemetry data and 
converting it into vital information for network managers. It discusses the Air Force's 
network management system and a prototype system developed by the MITRE 
corporation. The chapter concludes with an overview of commercial off-the-shelf 
equipment that enhances network management. 

A. THE AIR FORCE APPROACH 

In the 1970s, the Air Force was part of the joint military working group for 
development of digital communications. When the Army aborted its nodal management 
program, the Air Force continued to press forward and fielded the AN/TSQ-111 
assemblage, commonly known as the Communications Nodal Control Element (CNCE). 
This shelter provides the means by which communications resources at a node are 
assigned, monitored, controlled, and managed for users of the tactical communications 
system. The CNCE was designed to improve the performance of a communications 
network by providing timely information to a CNCE controller. Information processing 
and display capabilities are integrated with existing system elements to improve the 
correlation of relevant information. These capabilities also improve the exchange, 
handling, and presentation of data required for making decisions pertaining to the status of 
a transmission network.[Ref. 8] 

The CNCE can perform its assigned functions in an environment consisting of a 


hybrid mixture of analog and digital transmission, circuit switching, and store-and-forward 
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(S&F) message switching equipment. The CNCE is also designed to provide the means 
for an orderly transition to a capability that will allow it to perform the assigned functions 
in future all-digital systems. 

The functions of the CNCE are twofold: (1), it provides the interface between 
transmission facilities and users, and (2), the CNCE provides the capability to manage 
communications resources at anode. The CNCE provides the means for carrying out the 
following functions: 

¢ Implement communication orders at the communications node and coordinate 
necessary actions required for the timely and responsive installation and restoration of 
communication circuits originating at, terminating within, or routed through the 
communications node. 

¢ Report nodal communications equipment alarms and maintain those records 
essential for planning and control of all the elements in the node. 

¢ Analyze critical transmission parameters from monitoring activities to identify 
and provide warning of circuit/system degradation or failure within the communication 
network in the ttmely manner required for rapid fault tsolation and corrective action. 

¢ Process, evaluate, store, edit, and display data relative to transmission standards, 
system/circuit quality and status, and required reports.[Ref. 8] 

1. Hardware 

The CNCE provides the network manager with the console and peripherals 


necessary to perform the required functions. The data processing equipment includes the 


30 


AN/UYK-20 CP-1303A/T computer with 64K 16-bit words of memory. It has a fixed © 
hard disk with 250M of memory. The manager monitors activity on the network using an 
80 character by 50 line Visual Display Unit (VDU) and a Hard Copy Printer is provided 
for paper logs, along with keyboard and lightpen. Additional interfaces are provided to 
permit the CNCE management functions to be performed external to the shelter at a 
remote location. 

2. Software 

The menu-driven CNCE software includes both automatic and Controller-initiated 
tests that monitor the CNCE and external nodal equipment under its control, and provides 
electronic patching and multiplexing of digital circuits. Automated processing reduces the 
data and presents it to the manager through advisories and displays. Through software, 
the CNCE is able to process data in assisting the network manager in: 

¢ Determining the cause of group transmission impairment, i.e., loss of 
synchronization, loss of signal or BER exceeding threshold. 

¢ {Isolating the equipment and/or the portion of the system responsible for group 
transmission degradation. 

¢ Identifying failed transmission equipment located either internal or external to 
the CNCE. 


¢ Maintaining a list of transmission equipment in a state of failure. 
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A data set of the last received inputs containing fault information 1s maintained to provide 
a Current transmission network status display. The display 1s automatically updated as 
fault conditions change.[Ref. 8] 

3. Implementation 

Digital circuits are connected to the CNCE Signal Processing Facility (SPF) 
through the Primary Patch Panel (PPP), a modular facility for use with circuits passing 
through or terminating in the CNCE. DTGs are interconnected via the patch panel and 
terminated on the appropriate GM and/or cable driver modem to support connectivity to 
several different types of transmission media and/or nodal equipment. The CNCE 
processes digital trunks groups that employ the nominal 16 or 32 kbps digital channel 
rates.[Ref. 8] 

The CNCE accepts the following inputs for satisfying the nodal diagnostics 
function which provides the capability to process data to assist the network manager: 

¢ Transmission status data in ASCII format. 

¢ Automatic Digital Tester (ADT) group BER and DGM performance data. 

¢ Channel Reassignment Function (CRF) status data. 
The CNCE is capable of accepting the telemetry data generated by the OCUs within the 
DGM assemblages and processing such data into useful information for the network 
manager.[Ref. 8] 

Although the CNCE 1s primarily programmed and configurated to operate in an 


Air Force environment, due to its jointness in design and development, only minor 
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modifications are necessary in order for it to be utilized in an Army tactical 
communications network. 
B. THE MITRE SOLUTION 

The MITRE corporation is a government-contracted establishment that performs 
research and development on numerous military projects. Engineers have prototyped a 
telemetry processing capability that focused on hardware and software modifications to 
demonstrate the technical feasibility of intercepting and processing the telemetry data 
within a typical CSCE configuration. Considerable emphasis was placed on the current 
DOW system as the focal point for telemetry generation. 

1. Hardware 

The primary objective of the hardware design was to successfully capture the 
telemetry data into a PC-usable format within the CSCE. To achieve this, it is necessary 
to have a serial interface board that has the crude capability to capture raw binary data 
without respect to framing or other synchronization data. A commercial off-the-shelf 
synchronous card was selected that required minimal modification to implement the 
required capability. Modifications included placing the serial controller chip (SCC) on a 
jumper and looping back the Request To Send (RTS) signal output to an external 
synchronization pin input, which was not otherwise extended to an external interface. By 
so doing, the capability was then available to force the card into synchronization by 


forcing the RTS (active low) from a high to low state.[Ref. 4] 
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An additional piece of hardware was also required to convert the balanced output 
signals of the OCU-IIf to an RS-232 compatible signal. The OCU-III outputs a direct 
current (DC) offset balanced signal with one balanced lead providing a positive logic 
output (approximately 0.3V low, 4.5V high) and the other a negative logic output (0.3V 
high, 4.5V low). An active cable was designed and fabricated to convert the positive logic 
output of the OCU-III to RS-232 levels (approximately -8V high, +8V low). The active 
cable used an RS-232 line driver chip that was capable of being powered by the PC 
RS-232 data terminal ready (DTR) output (5V) through the use of a charge pump and 
inverting circuit.[Ref. 4] 

2. Software 

MITRE's software design includes the capability to bit demultiplex the 16 kbps 
telemetry data stream, frame and synchronize the two kbps DOWs, and character 
demultiplex the two kbps DOWs into individual channels. From here, the software then 
parses the block-oriented telemetry data into a format that is usable for the network 
manager.[Ref. 4] 

For ease of implementation, the data received from the transmission assemblages 1s 
arranged into a column and row format based on the assemblages’ respective locations 
within the 16 kbps telemetry data stream and channel wise within the two kbps DOW. To 
properly determine the DOW number, i.e., which input of the DCM the two kbps DOW 
was patched to at the top-of-the-hill TRC-138, the software first identifies the two kbps 


overhead data stream. This is accomplished by locating the overhead bit sequence of 
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OOO10001, or any other bit shifted equivalent (e.g., 00100010, 10001000), from the bit 
demultiplexed data. Once the overhead data stream is identified, then each subsequent 
two kbps DOW 1s assigned the identification numbers one through seven.{Ref. 4] 

After the DOW number of each two kbps DOW is identified, the row position of 
each transmission assemblage is determined based on its character multiplexed position 
within the two kbps DOW. This location is uniquely identified by its relative offset from 
a two byte synchronization pattern (ASCII SYNC SYNC, 16 hex 16 hex) which is 
embedded within the two kbps DOW. This means that the first demultiplexed character 
following the synchronization pattern is channel 1, while the 13th character 1s channel 
13.[{Ref. 4] 

After the location of each transmission assemblage on the user interface screen is 
established, it is represented on screen by an icon. The color of the icon is determined by 
the status of the assemblage: green, yellow, red, or gray. Also, additional information is 
conveyed based upon whether the icon is flashing or not, namely that the assemblage has 
changed in status. The color green is a visual indication that the shelter does not have any 
errors to report. The color yellow, which is only represented for the TRC-170, indicates 
that the TRC-170 has exceeded a BER threshold. For example, if the BER within the 
shelter has deteriorated to 10° and consequently has exceeded the BER threshold which is 
set at 10°’, then a marginal BER message would be generated and the icon would turn 
yellow. This is meant to provide a proactive capability to identify system problems before 


they actually result in a loss of service. If an icon is red, then the represented shelter has 
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one Or more error messages to report. To determine the actual error messages, the 
network manager has to simply place the mouse or cursor over the desired assemblage 
icon and either click the mouse or press the "Enter" key. After doing so, a dialogue box 
will appear with the corresponding assemblage errors. This is a useful approach to 
abstract the level of information presented to the network manager at any one time, yet 
provides the capability to "drill down" in order to reveal the detailed errors. The last state, 
represented by the color gray, is not a state formally represented by the telemetry data. It 
is determined through software and indicates the condition when a transmission 
assemblage was previously reporting telemetry data but has since ceased to do so. This 
could be indicative of several conditions and is useful information for the network 
manager.[Ref. 4] 

3. Implementation 

Using the nodal view of a network in Figure 2 of Chapter 2, the corresponding 
view of the network from the telemetry prototype would be as in Figure 6. Currently, 
each icon would be green, indicating that there are no errors to report within the network. 
Using Figure 3 of Chapter 2, an unknown event has occurred within the network where 
the CSCE and the TTC-39 switch have indicated that a DTG to another circuit switch is 
out-of-service. The nodal network manager would observe a screen as illustrated in 
Figure 7, where several of the icons have changed to the color red and are flashing. By 
systematically clicking on each icon, the errors may be observed within each shelter. The 


nodal manager proceeds from the assemblages closest to the node, a series of errors that 
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happen to be the propagation of the original error throughout the system will be observed. 
Finally, after clicking on the icon for the assemblage RO3 as in Figure 8, a specific error is 
recognized by the nodal manager as the source of the system failure. Assemblage RO3 has 
lost receive signal from assemblage S03. This is verified by clicking on assemblage S03 
which is now represented by a gray icon. At this point, the nodal network manager has 
specifically isolated the source of the failure. This has been accomplished within a matter 
of a few seconds - as long as it takes to click the mouse over each icon. Having isolated 
the source of the failure, the extensive time performing loopback procedures can be 


eliminated, and efforts focused immediately on restoring the system.[{Ref. 4] 
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Figure 8: Isolation of System Error 
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C. COMMERCIAL APPLICATIONS 

Another approach that is not ready for direct implementation but should be given 
serious consideration 1s that of Simple Network Management Protocol (SNMP). SNMP 
was developed in the late 1980s to help manage the Internet and has become a de facto 
standard for network management. With hardware and software modifications, it could be 
adapted to military networks and provide capabilities that were once viewed as impossible. 

In theory, SNMP allows a management station that speaks SNMP to monitor and 
control any network device or computer that understands SNMP. It requires three pieces 
of software: one for the administrator (network-management software), and two for each 
device you want to manage (an agent and a management information base, or MIB). 
Agents are pieces of software that run at each network device. They fetch information 
stored in the MIB database. [Ref. 9] 

The administrator monitors a network by periodically polling each device and 
taking action if there's a problem. Some stations simply test reachability; for example, to 
see if the device is still up and running. Other stations can make more sophisticated 
queries, checking error rates, throughput, and other significant indicators of network 
health.[Ref. 9] 

Currently, there are three standard operations that SNMP provides to allow the 
administrator to manipulate the network: GET, SET, and TRAP operations. A GET 
Operation will retrieve information from the MIB about its agent, such as type of 


hardware/software connection. Depending upon the sophistication of the management 
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Station, bits of information about different network devices may be requested separately or 
it may be possible to issue many requests at once. Likewise, the way the information is 
displayed and interpreted will depend on the software management station. SET 
operations allow the administrator to actually control the agents to some extend. For 
example, a manager might remotely SET the sysLocation variable on a particular system 
so that other managers can later request that variable to find out where the system is 
located. TRAPS are event notifications sent by a network device's agent to the 
management station. They help managers to keep an eye on the network without 
constantly asking every device for status information. An example of a TRAP operation is 
the ColdStart, which a router's agent sends out every time the router boots up. The 
TRAP might trigger some other action, such as downloading device-configuration 
information.[Ref. 9] 

SNMP has the flexibility to run over various protocols and can interface with many 
platforms. A second version, known as SNMP2, has a master-agent/subagent architecture 
that allows an agent on a remote device or server to poll subagents running on subordinate 
devices or components. This extends the reach of management systems and helps limit 
polling traffic on the network. SNMP2 also resolved some of the security issues that 


made the original version less attractive[Ref. 10]. 
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V. RECOMMENDATIONS 


The previous chapter provided several methods of installing automated telemetry 
capabilities in a tactical communications network. This chapter gives a recommendation 
on the most efficient approach to providing such capabilities while addressing such issues 
as cost, security, and expandability. The chapter concludes with suggestions for future 
research in network telemetry. 

A. RECOMMENDED APPROACH 

The induction of digital communications in military applications has vastly 
expanded the possibilities of using telemetry to monitor tactical networks. As with the 
DGM equipment, most digital components have the capability of generating some form of 
telemetry information. A method is needed for processing such information. Since the 
Army has already purchased and fielded the AN/TYQ-31 (CSCE), the MITRE model 1s 
the recommended approach for implementing telemetry processing capabilities. 

1. Cost 

The AN/TSQ-111 shelter currently performs telemetry processing that could 
effectively satisfy the Army's network management requirements. It is already primed for 
operating in a joint environment composed of many types of equipment. As a result, the 
interface with Army communication shelters would not require extensive modifications to 
the assemblage or the network. However, due to the shrinkage in defense modernization 
dollars, the TSQ-111 becomes an unattractive option. It has a price tag of approximately 


$3.5M, excluding the cost for modifications. 
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The MITRE solution requires a standard PC. The software application that 
provides the network managers with the system status and query capabilities is 
government-owned, so there is no additional expense to contract software products. A 
processor board required to accept the raw telemetry data and convert it into usable 
information is estimated to cost between $260.00 and $300.00. A cable is required to 
connect the OCU inside the CSCE to the PC. Such cable can be fabricated by military 
electronic maintenance facilities or purchased at local electronic stores for a price of 
approximately $80.00. The final cost for providing telemetry processing to the CSCE is 
reportedly $360.00. Since the Army has already purchased and fielded the AN/TYQ-31 
(CSCE), the MITRE solution is highly recommended.[Ref. 4] 

2. Security 

In the area of communications, security of information is always a vital issue. 
During the development phase of DGM equipment, it was determined by a study group 
that telemetry data should be classified information and, therefore, must be encrypted for 
transmission. All transmission assemblages were configured to transmit only encrypted 
telemetry. However, the security issue was one of the reasons the Army decided to abort 
telemetry usage in 1982 based on extensive hardware requirements. A secure transmission 
requires an encryption/decryption device at both ends. The telemetry must be decrypted 
at the CSCE before it can be processed. Assuming a typical node of 8-12 links (systems), 
this means that a CSCE would require 8-12 Dedicated Loop Encryption Devices (DLEDs) 


or Loop Key Generators (LKGs) to handle such a task. (Note that DGM equipment does 
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not use traffic channels multiplexed within groups to provide orderwires. Rather, the 
orderwires are frequency or time multiplexed along with the DTG. Therefore, the TED 
can not be used to secure the telemetry data. ) 

Perhaps the view of system telemetry as classified information should be 
reevaluated. Considering that it is the state of the network that would be in the clear, how 
much damage, if any, could be imposed if such information fell into the wrong hands? The 
telemetry is generated as raw data and would have to be transformed into meaningful 
information. 

This thesis does not attempt to validate the need for secure telemetry. If there is a 
requirement, several options are available. It is possible for the CSCE to be equipped 
with a single DLED or LKG that performs time sharing among the 8-12 links. With the 
use of specialized software and hardware, the 2 kbps telemetry bit streams could be 
extracted from the 16 kbps ports on the OCU and presented in a logical sequence to the 
DLED or LKG. 

3. Expandability 

Realizing that what is considered "high-tech" today will be viewed as "outdated" 
tomorrow, it is important to adapt an approach that allows for expansion. Because of its 
flexibility in terms of software application, the MITRE model provides for expandability 
using some of the tools of Simple Network Management Protocol (SNMP) management 
packages. Such packages would allow the managers to create telemetry network overlays 


that replicate the actual network connectivity. The front end graphical user interface 
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(GUI) could then be used to provide changes in the network status through the use of 
blinking icons that symbolize the assemblages and components.[Ref. 4] 

Other areas of expandability include the capability to not only monitor the 
network, but to actually control and reconfigure the components from a remote position. 
Through the use of management information bases (MIBs) inside each assemblage, the 
network managers could bring a backup stack or component on-line when failures occur 
in the primary system. 

B. SUGGESTIONS FOR FURTHER RESEARCH 

Although data generation capabilities currently exist, there is still issues to be 
expounded upon. Telemetry data is transmitted over the RF transmission media. If a 
transmission link goes down, telemetry messages fro the distant-end radio cannot be 
received by the CSCE. In addition, the radio residuals cannot be currently transmitted as 
part of the telemetry packet. A method for determining the cause of failure in such cases 
would be required utilizing a process-of-elimination matnx. 

Furthermore, the DGM assemblages are currently configurated to report the status 
of hardware boxes and not the status of the individual DTG. A process 1s needed to 
distinguish separate DTGs within a component since one hardware box can process 
several DTGs. 

As mentioned earlier, further research could also include a study on the impact of 
transmitting "unsecured" network telemetry and the implementation techniques for 


reconfiguring networks from a remote location. 
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VI. SUMMARY AND CONCLUSION 
A. SUMMARY 

This thesis has used a DGM tactical network model to demonstrate the feasibility 
and use of automated telemetry processing capabilities for reporting the "health and 
welfare" of a battlefield telephone system. Our current semi-manual method of residual 
reporting allows for erroneous and delayed information that often leads to extensive 
troubleshooting procedures and system downtime. 

A prototype management model developed by the MITRE corporation has been 
recommended as an economical and viable approach to implementing generated telemetry 
techniques into military applications. This management system illustrates that from one 
central location, communication commanders and network managers can receive real-time 
network status updates down to the component level. In addition, the software 
applications of the MITRE model make it adaptable to commercial off-the-shelf 
developments that could further expand the network management platform. 

B. CONCLUSION 

This thesis has validated that a self-monitoring tactical network is possible to 
implement using current equipment assigned to Army signal units. Its intent is to bring to 
the forefront a hidden gem that could vastly improve the way tactical networks are 
managed. Statistics show that the CSCE assemblage that was developed to enhance 
network management is routinely not deployed with tactical units due to its inability to 


process telemetry data. 
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As we prepare for the 21st century, the equipment that we use to install networks 
will become more technical and sophisticated while the force that is responsible for its 
operation will, in all probability, continue to shnnk. Through the use of telemetry in 
tactical networks, it is conceivable to product unmanned communication shelters with little 
Or no operator intervention. 

The concept of telemetry processing through automation, as provided by current 
and future technology, will greatly enhance the quality of communication support to the 


fighting forces of the Army and the Department of Defense. 
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ACUS 
ADT 
ASCII 
AVOW 
BER 
BPS 
CNCE 
CRF 
Cs 
CSCE 
DCM 
DGM 
DIP 
DLED 
DOW 
DTG 
DTR 
DVOW 
EAC 
FM 
GM 
HSCDM 
HSPR 


KBPS 


LGM 
LKG 
LOS 
LSCDM 
LSPR 
MGM 


MSE 
OCU 
PCM 
PPP 
RLGM 


RMC 


APPENDIX A. ACRONYMS 


Area Common User System 
Automatic Digital Tester 
American Standard Code for Information Interchange 
Analog Voice Orderwire 

Bit Error Rate 

Bits per second 

Communications Nodal Control Element 
Channel Reassignment Function 
Circuit Switch 

Communications System Control Element 
Data Channel Multiplexer 

Digital Group Multiplex 
Dual-in-line Package 

Digital Loop Encryption Device 
Data Orderwire 
Digital Transmission Group 

Data Terminal Ready 

Digital Voice Orderwire 
Echelons Above Corps 
Frequency Modulation 

Group Modem 

High Speed Cable Dnver Modem 
High Speed Pulse Restorer 
Identifier 

Kilobits per second 

Kilometers 

Loop Group Multiplexer 

Loop Key Generator 
Line-of-sight 

Low Speed Cable Driver Modem 
Low Speed Pulse Restorer 
Master Group Multiplexer 
Management Information Base 
Mobile Subscriber Equipment 
Nonreturn-to-zero 

Orderwire Control Unit 

Pulse Code Modulation 

Primary Patch Panel 

Remote Loop Group Multiplexer 
Radio Modem 

Remote Multiplexer Combiner 
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RTS 
Sc 
SHF 
SNMP 
Sie 
SRWBR 
TED 
TGM 
TOCU 


VDU 


Request to Send 

Serial Controller Chip 

Super High Frequency 

Simple Network Management Protocol 
Signal Processing Facility 
Short Range Wide Band Radio 
Trunk Encryption Device 
Trunk Group Multiplexer 
Tropo Orderwire Control Unit 
Ultra High Frequency 

Visual Display Unit 
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APPENDIX B. TRANSMISSION TELEMETRY FORMAT 


A telemetry transmission consists of a heading, a number of characters in data 
fields and an ending. The heading contains four characters: start of text (STX), generating 
equipment type (alphabetic) and generating equipment I.D. (two numeric characters). The 
remainder of the text is made up of fault or numerical data and end of text (ETX), if 
required, and an end of block (ETB). A fill character (A) is used to fill the blocks to 20 
characters, where necessary. 

¢ Character 1: Contains the start of text (STX) or continuation character (FF) to 
indicate the start of a message or character group or the start of a second, third, or fourth 
block in a message. 

¢ Character 2: One of 16 possible alpha characters (see Table 4) identifying the 
reporting CESE by assemblage type classification, e.g., LOS radio and tropo radio. 

¢ Characters 3 and 4: The numeric 00 to 99 identifying a particular assemblage of 
the general type identified by Character 2. These characters must be capable of being 
manually set in the transmission assemblage by the operator. 

¢ Character 5 (Status): Alpha characters P (Green), E (Red), or K (Amber) 
denoting the status of the reporting assemblage. P indicates normal operation, i.e., no 
fault alarms and no BER above threshold. E denotes that at least one equipment within 
the assemblage is reporting a fault and possibly that a BER has exceeded its respective 
threshold as well. K indicates that in those assemblages with a BER monitoring capability, 


one or more of these monitors is reporting a BER that is higher than a pre-set threshold. 


49 


¢ Character 6 (Received Transmission Group Quality): For single radio 
assemblages, a numeric 0 to 9 indicating the BER exponent is always transmitted in this 
position. When the reporting assemblage has more than one reportable radio input, BER 
reports appear in Character 7 to 18 and a fill character (A) is present in this position. 

¢ Characters 7 through 18: These twelve character positions contain either fill 
characters or one or two fault alarms or BER status codewords (up to six alphanumeric 
characters each). 

¢ Character 19: Contains the end of text character (ETX) denoting the end of a 
message group. In the case of multi-block aKa fill characters appear in all but the 
last block which contains the ETX character. 

¢ Character 20: Contains the end of block character (ETB) denoting the end of 
any 20 character transmission block.[Ref. 11] 


Table 4: Character 2 Reporting Assemblage ID (ALPHA) 


CHARACTER MEANING EXAMPLE 


A | 

eS SS 
S ML ee 
ee ee 
a_i 


Hi-Cap Satellite Terminai 

Lo-Cap Satellite Terminal a 

Single Channel Satellite Terminal | 
‘ma 
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The DGM equipment will input one or all of the following alarms to the telemetry 


CSCE: equipment summary alarm (SA), loss of signal alarm (LS), and loss of frame sync 


alarm (FS). The meaning of the alarm words are given below: 


Alarm Word 

RCVSA 1, 2,3 
RCVRS 1, 2, 3 
MGMSA I, 2 
MGMFS 1, 2 

GMSA I, 2, 3, 4, 5, 6 
GMLS |, 2, 3, 4, 5, 6 
HCDSA 1, 2 
HCDLS 1, 2 

LCDSA 1, 2 

BEDLS |, 2 

TGM I, 2 

CNVSA 1, 2 
RCDSA 1, 2 

RCDLS 1, 2 

XMITR 1, 2,3 


OCU 


ner Alarm 
Meaning 

Receiver |, 2, or 3 Summary Alarm 
Receiver |, 2, or 3 loss of Received Signal 
Master Group Multiplexer 1 or 2 Summary Alarm 
Master Group Multiplexer | or 2 Out of Frame 
Group Modem 1, 2, 3, 4, 5, or 6 Summary Alarm 
Group Modem 1, 2, 3, 4, 5, or 6 Loss of Signal 
High Speed Cable Driver 1 or 2 Summary Alarm 
High Speed Cable Driver 1| or 2 Loss of Signal 
Low Speed Cable Driver | or 2 Summary Alarm 
Low Speed Cable Driver 1| or 2 Loss of Signal 
Trunk Group Multiplexer | or 2 Summary Alarm 
Converter 1 or 2 Summary Alarm 
Remote Cable Driver | or 2 Summary Alarm 
Remote Cable Driver | or 2 Loss of Signal 
Transmitter 1, 2, or 3 Summary Alarm 


Orderwire Control Unit Summary Alarm 


5] 


OCU Gener Alarm ntin 


Alarm Word Meaning 

DLED Dedicated Loop Encryption Device Summary Alarm 
TED 1, 2, 3, 4 Trunk Encryption Device 1, 2, 3, or 4 Summary 
MAJOR Major Alarm (more than 8 alarms) 
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